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NHCTpyKuMs A5 00y4alomuxcs no‘ooecneyeHuio HuopmanHoHHok

0e30MacHOCTH NPHHCIO/Ib30BAHHH cer: «MHTepHET» 1151 PasMeLIeHHs B
y4yeOHBIX Ka0HHEeTaX, B KOTOPBIX ocyurecTBisieTcs 0cTyn B ceTh « UHTEpHET»

C Kak/IbIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHCH OOMbINE, @ NIKOJIbHUKH OJHH U3
CaMBIX aKTHBHBIX TOJIb30BaTeseil. MexXay TeM, MOMHMO OrPOMHOIO KOJIHYECTBA BO3MOXHOCTEH,
MHTEPHET HeceT U npoGieMbl. DTa maMsTKa J10/DKHA TOMOYb Tebe 0e30MacHO HaXO/UThCH B CETH.
KoMnbioTepHbie BHPYChI

KoMIBIOTEPHBIM BUpPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX TPOTpamMM, OT/IHYUTEIBHOM
0COBEHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTD K PasMHOKEHHMIO. B 1omonHenue K 3TOMy, BUPYCHI
MOTYT MOBPEJINTb WM TOIHOCTBIO YHMYTOKHMTH BCe (ailibl M JIaHHBIE, MOAKOHTPOIBHbIC
[10JIL30BATEIIO, OT UMEHHM KOTOpOro ObLIa 3amylieHa 3apakeHHas MporpaMma, a Takke MOBpeAnuTh
WK JlaKe YHHYTOXKHTH ONEPAlMOHHYIO CHCTeMY cO BeeMM (aiinamu B uenoM. B GonbmmHCTBE
CIIy4aeB pacipoCTPaHSIOTCS BUPYChHI Yepe3 NHTEPHET.

MeTobI 3aIUTEI OT BPEAOHOCHBIX MPOTPaMM:

1. Ucrnomnb3yii COBpEMEHHBIE OIEPALMOHHBIC CHCTEMBI, UMEIOLIHE CEPbe3HBIH YPOBEHb
3aIIMTE OT BPEJIOHOCHBIX MPOrPaMM;

2. Tlocrosinno ycraHapiuBail nadtd (1udpoBbie 3alIaTkH, KOTOPBIC aBTOMATHYCCKH
YCTAHABIMBAIOTCS € LETbIO J0pabOTKU HPOTPaMMBI) U Apyrue OOHOBICHHS CBOCH oreparuoOHHON
cuctembl. CkaumBaii BX TOJIBKO ¢ odunmanbHoro caifta paspaboranka OC. Eciu cymecTByeT pexumM
ABTOMATHYECKOT0 OOHOBIIEHHUS, BKJIIOYH €T0;

3. PaGoTail Ha CBOeM KOMIIBIOTEpE O]l IPABAMH T0JIb30BATENs, a He a/IMUHACTpaTopa. ITo
HEe MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTALIUPOBATHCA HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcronw3yii aHTUBUpPYCHbIE IIPOrPAMMHBIC IPOIYKThl M3BECTHBIX IMPOM3BOIUTENCH, C
aBTOMATHYECKHM OOHOBJICHHEM 0a3;

5. Orpanuub GU3AUECKUI JOCTYI K KOMIIBIOTEPY JUIA IIOCTOPOHHHX JIHILL

6. Vicmonp3yii BHemIHME HOCHTENHM HHPOpMAlWMHM, Takue Kak (elika, JHCK HIIH baitn u3
MHTEPHETA, TOJILKO U3 IIPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHbIE (aiiibl, MONYYCHHBIE U3 HEHAIEKHBIX HCTOYHHKOB. Jlaxe Te
daiinpr, KOTOpbIe MPHUCIAT TBOH 3HAKOMBIH. JlydIlle yTOYHH y HEro, OTIPaB/Isil JI OH Tebe ux.

i

Ceru WI-FI

Wi-Fi - 9To He BHJ Iepe/ady JaHHbIX, HE TEXHOIOTHs, @ BCEro JuiIb Opens, mapka. Eme B
1991 roay Humepnamjackas Kommamus 3aperncrpuposana Openg "WECA", uro oGosHauaio
cioBocoueranue "Wireless Fidelity", koTopslit lepeBoiuTCs Kak "GecpoBoiHas TOYHOCTB" .

Jlo Hamero BpeMeHM Jjomna Jpyras aOOpeBHaTypa, KOTopas sBISETCS TaKOH ke
texnojorueit. I1o a6opesuarypa "Wi-Fi". Takoe na3Banume ObLIO JIaHO C HAMEKOM Ha CTaHIapT
BBICIIE} 3BYKOBO# TexHuku Hi-Fi, uto B mepeBojie 03HayaeT "BbICOKast TOYHOCTD".

Jla. GecruiaTHBI MHTEpPHET-TOCTYN B Kade, OTeNAX W aj’pornoprax ABISIETCS OTIMYHOH
BO3MOKHOCTBIO BBIXOJIa B MHTepHeT. Ho MHOrHe SKcrepThl cuMTaroT, 4to obmeaoctynueie Wi-Fi
CETH HE SBJIAIOTCS 0€30MacCHBIMMU.

CoBeTsl 1o Ge30macHoCTH paboTsl B 00ImeA0cTyHBIX ceTsax Wi-fi:

1. He nepe/iaBaii cBoo 1HuHylo HHdopmanuio depes odmenoctynusie Wi-Fi cern. Paboras B
HUX, JKEJIaTeIbHO He BBOAUTH IapOJIH JOCTYIIA, IOTHHBI H KaKHe - TO HOMEpa,

2. Ucnons3yii u oOHOBJSH aHTHBHUpYCHbIE NMporpammbl M Opanjamayep. Tem cambiM Thbl
obe3onacHib cebs OT 3aKauKH BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnosbzoanun Wi-Fi otkmroun Gpynximio "O6umit goctyn  (aitnam u npuHTEpam'.
Jlannas QyHKIMS 3aKpbITa 10 YMOJIYAHUIO, OJIHAKO HEKOTOPHIE 10JB30BATC/IM AKTHBUPYIOT €€ Ul
y1006CTBA UCIT0JIb30BAaHUS B paboTe MK yueOe;

4. He ucnonp3yit ny6muansiii WI-FI uis nepeiaus JTHYMHBIX TaHHBIX, HAIPUMEP TS BBIXOJA
B COI[MA/IbHBIE CETH WJIM B HJIEKTPOHHYIO IOYTY;



5. Wcnons3yit Tonbko 3amuimenHoe coeaunenne yepes HTTPS, a ne HTTP, t.e. npu nabope
Be6-asipeca BBoIM uMeHHO "https://";

6. B Mo6unsHOM Tenedone orkmoun Gpyskumio "Tloaxmouenue k Wi-Fi asromarnuecku”. He
J0mycKaif aBTOMaTHYECKOTO MOJKIOYeH s yeTpoiicTsa K cetam Wi-Fi Ge3 TBoero cormnacs.

7. ConnajbHbIe CeTH

ConMajibHble CeTH aKTHBHO BXOIAT B HAIIy JKW3HB, MHOTHE TOAM paboTaroT ¥ JKHUBYT Tam
MOCTOSHHO, a B Facebook yke 3aperncTpupoBaH MHJUTHAP] YEJI0BEK, YTO SBIACTCA OJHON CEAbMOi
BCEX JKHUTeNeH TIaHeThl. MHOTHE MOJIB30BATeId HE TOHUMAOT, YTO HH(OpPMaLus, pa3MelleHHas HMH
B COIMATBHBIX CETAX, MOKET ObITh HalJeHa M MCIIOJIB30BAHA KEM YrOJHO, B TOM 4YHUC/E HE
o0s13areNbHO ¢ OJaruMu HaMEepPeHHSIMH.

OcHOBHBIE COBETHI M0 0€3011aCHOCTH B COLMAJIBHBIX CETSIX!

|. Orpanuyb CHECOK Jpy3eil. Y Te0s B ApY3bAX HE JIOJDKHO OBITH CIIy4aiHbIX M HE3HAKOMBIX
JIIOJIEH;

2. Sammimaii cBOXO yacTHYIO ku3Hb. He ykasbiBail napomu, TenedoHsl, aapeca, aaty TBOETO
pOXIEHHsT M JIPYrylo IHuHyio HH(OpMaiuio. 3I0YMBIIUICHHHKH MOTYT HCHONBL30BATh JIAKE
uH(pOPMAIHIO O TOM, KaK Thl U TBOM POJMTEIIHU [IAHUPYETE MPOBECTH KAHUKYITbI;

3. 3ammmaii CBOIO PENyTaIHIoO - IEPXKK €€ B YUCTOTE U 3anaBail cebe Bompoc: XoTen Obl T,
4ToOBI JIpYIMe MOJIb30BATENM BHACIHM, 4TO Thl 3arpyxkaemns? [logymaii, npexzae 4eM HTO-TO
onyOIMKOBaTh, HAMKCATh M 3arPY3HTh;

4. Ecim Tl TOBOPHIID C JIFOJBMH, KOTOPBIX HE 3HAEIIb, HE UCIOJL3YH CBOE peanbHOe UMS H
JIPYTYIO JTHYHYIO HH(GOPMAIMHI: HMSI, MECTO JKUTEIbCTBA, MECTO y4eObl U Ipoyee;

5. UsGeraii pasmemenns pororpaduii B MnTepuere, rae Thl M300paXkeH HA MECTHOCTH, MO
KOTOPOH MOXHO OIpeeNuTh TBOE MECTOIOIOKEHHUE!

6. Ilpu perucTpanv B COLMAIBHON CETH HEOOXOAMMO HCIIONB30BaTh CJIOKHBIC IMApOIH,
cocTositHe U3 OYKB ¥ IHQP U ¢ KOJIXYECTBOM 3HAKOB HE MeHee 8;

7. Jlna conuManbHOM CeTH, MOYTHI M JPYIHX CaWTOB HEOOXOIMMO HCIOJIB30BaTh pasHbIe
naposm. Toraa ecnd TeOs B3IOMAKOT, TO 3JIOYMBIIUICHHHKH TMOJTy4YaT AOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

JIEKTPOHHBbIE JeHbI'H

DNEKTPOHHBIE JEHBIW - 3TO OHYeHb YNOOHBIH CrMOCOO IUIATEKEH, OIHAKO CYLIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST [OJYYUTh 3TH JEHBIH.

DJIEKTPOHHBIE JEHBI'M TOSBHIUCH COBCEM HEIABHO M MMEHHO H3-32 3TOr0 BO MHOTHX
rocyapceTsax /10 CHX IOp HE IMPONUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (PYHKIHOHHUPYIOT H O HUX YK€ IIPOIMCAHO B 3aKOHE, I'/Ie HX pa3/IesioT Ha
HECKOJBKO BHJIOB - AHOHMMHBLIE W HE aHOHWUMHBIE. PasHuiia B TOM, 4YTO aHOHMMHBIC - 3TO T€, B
KOTOPBIX pa3peliaeTcs MPOBOAMTH onepanuu 6e3 uIeHTHHUKAIMK M0b30BaTeNs, & B HEAHOHMMHBIX
HIeHTH(DUKALMS [10JIB30BATENs ABIAETCS 00s3aTCIBHOM.

Taxke caeayer pasjiMyarh 95JI€KTPOHHbIE (UaTHBIE [EHBIH (PaBHBI TOCYAapCTBEHHBIM
BAIIOTAaM) U HJIEKTPOHHBIE HE(UATHBIE ICHBIH (HE PABHBI FOCY1apCTBEHHBIM BAKOTaM).

OcHoBHbIE COBETHI 10 6e3o0nmacHoi paboTe ¢ 3IeKTPOHHBEIMH JICHBraMHu:

|. IlpuBsku K cyery MOOWIbHBINH TenedoH. DTO camblil ynoOHBIH H OBICTPLIH c€r0COO
BOCCTAHOBHTH JOCTYI K cueTy. [IpuBsizannbiii TeneoH NOMOKeET., ecim 3ady/1elib CBOM IJIaTeXKHbIH
napoJib WITH 3aiiIelb Ha caiT ¢ He3HAKOMOT0 YCTPOMCTBA,

2. Ucnoms3yit oanopaszossie mapoid. [lociie mepexoja Ha yCHJIGHHYIO aBTOpH3alMio Tebe
yKe He OyJIeT yrpoxkarh OIaCHOCTh Kpajky HIIM NepexBaTa MaTekKHOro napos;

3. Bribepu ciioxkHbiii maposs. [IpectynmHukam OyaeT He IPOCTO yrajaTh CIOMKHBIA Maposib.
HajiexHble mapoiu - 5TO Mapojd, KOTOpblE COJAEpkaT He MeHee 8 3HAKOB M BKIIOYAIOT B Cceds
CTPOYHBIC W MPONMUCHBIC OYKBBI, MU(PB B HECKOIBKO CHMBOJIOB, TAKHE KaK 3HaK joiapa, dynra,
BOCKJIMIIATENbHBIH 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHbIEC JaHHBIE HA CAHTAX, KOTOPBIM HE JIOBEPSiCillb.

DIIEKTPOHHAS M0YTA

DJIEKTPOHHAS TIOYTA - TO TEXHOJOTHS M INPEAOCTABISIEMBIC €0 YCIYTd [0 TEPEChUIKE H
TOJTYYEHHIO 3TEKTPOHHBIX COOBIIEHUIl, KOTOphIE PACIPeENsOTCs B KOMITbIOTEpHOH ceTH. OObIYHO
IEKTPOHHBIN OYTOBBIH AIMK BBIJISIUT CJIEAYIOMIAM 00pa3oM: UMs_T0JIb30BaTe s(@UMs_JIOMEHa.
Taxske KpoMe nepejiadn MpoCTOro TEKCTa, HMEETCS BO3MOIKHOCTh Tepe/iaBaTh (ailibl.



OcHoBHBIE COBETHI 110 Oe30macHoi padoTre ¢ 3JEKTPOHHON ITOUTOM:

1. Hago BeiGparh NpaBuIBHBIA [OYTOBBIH CepBHC. B MHTEpHETE €CTb OrpOMHBINA BHIOOP
OecrnIaTHLIX MOYTOBBIX CEPBHCOB, OJHAKO JyYIlE JIOBEPATH TEM, KOO 3HAENIhb M KTO IMEPBBIA B
peHTHHIE;

2. He ykaspiBaii B IM4YHOW noute nuuHylo uH(opmanmio. Hampumep, myqme BeiOpath
"My3biKaibHbIA (anat(@" uim "pok2013" Bmecto "remal3";

3. Ucnonb3yii ABYXITAMHYIO aBTOPU3aIHIO. ITO KOrjia IOMHMO MapoJis HYKHO BBOJUTH KO,
npuceuiaeMbrii mo SMS;

4. Boibepu ciiokKHBIH naponb. JUIsS KakZOro MHOYTOBOTO sIIMKA JOKEH ObIThH CBOH
HAJIeXKHbBIH, YCTOHUUBEIH K B3JIOMY NapoJib;

5. Ecau ecTh BO3MOKHOCTH HAIMCaTh CaMOMY CBOM JIMYHBIH BOIPOC, HCIOJIB3YH STy
BO3MOJKHOCTB;

6. Wcnonp3yit HECKOIBKO TOYTOBBIX SIMKOB. [lepBeIii Ui 4acTHOW TEpenucKu ¢
aapecaTtaMu, KOTOPBIM Thl JIOBEpsielllb. JTO JNEKTPOHHBIH ajpec HE HAN0 HCIOIb30BaTh IIPH
perucTpanuu Ha Gopymax u caitax;

7. He otkpeiBaii daitiibl 1 Ipyrue BIOKEHHs B IMChbMAax, JIaXe €C/IM OHHM MPHILUIH OT TBOMX
npyseit. Jlydie yrouHu y HUX, OTIPABIISIIN JIM OHH Tebe 9TH (aibl;

8. Ilocne okoHYaHus pabOTHI HA MOYTOBOM CEPBHCE IEpe]l 3aKPhITHEM BKJIAJIKH C CAHTOM He
3a0yae HaxaTh Ha "Beriita'".

KubepOy/LinHI HIH BHPTYAJIbHOE H31€BATEILCTBO

KuGepOymnunr - npeciegoBanne COOOIIEHUAMH, COJEPKALIMMU OCKOPOJIEHHS, arpeccuio,
3anmyruBaHWe;  XYJWUTaHCTBO;  couuainbHoe  OOMKOTMpOBaHME € NOMOUIBIO  PasiIMYHBIX
HHTCpHGTCCpBHCOB.

OcHoBHBIE cOBETHI 110 OopbOe ¢ KubepOyLTHHIOM:

1. He Gpocaiicst B Goit. JIyummmii crioco6: nmocosetoBatThes Kak cebs BECTH U, €CIIM HET TOTO, K
KOMY MOXHO 0OpaTHTBHCS, TO BHaUaie yernokouThes. Eciu Thl HauHels oTBeyaTh OCKOPOIEHUsIMH Ha
0CKOPOJICHHS, TO TOJIBKO elie Ooblie pa3okiKenb KOH(IUKT;

2. Ynpasistiit cBoeH kubepperyTaiuen;

3. AHOHMUMHOCTH B ceTH MHHUMas. CyIIecTBYIOT CIOCOOBI BBIACHUTH, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIHraHckuit o0pa3 BupryaisHoi xu3nu. MHTEpHET hukcupyer Bce TBOM
JEUCTBHS ¥ COXpaHSIET UX. Y 1aIuTh UX OyJeT KpaiiHe 3aTpyIHUTEIBHO;

5. Cobmoaii cBOIO BUPTYAIBHYIO YECTh CMOJIOLY:

6. Urnopupyil emmnuunbid HeratuB. OHOpa30Bble OCKOPOMTENBHBIE COOOIIEHUS JIydIne
UrHopuposatb. OOBIMHO arpeccus MpeKpalaeTcs Ha Ha4yaibHOH CTaluHu:

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHSIMH, B COIMATIbHBIX
CETSAX €CTh BO3MOXKHOCT OJIOKHPOBKH OTIIPABKU COOOIEHHUH ¢ ONpe/IeSIeHHBIX a/IpecoB;

8. Eciu To1 cBUsieTens kubepOysuimnra. TBOM AeHCTBUSA: BRICTYIIMTH IIPOTUB MIpeCiieioBaTeNs,
10Ka3aTh €My, YTO €ro JeHCTBMs OLIEHUBAIOTCS HETaTUBHO, MOUIEPKATH JKEPTBY, KOTOPOH HYXKHa
TICUXOJIOTHYeCKasi IIOMOIIlb, COOOIIUTEL B3POCIBIM O (PaKTe arpecCHBHOIO MOBEJEHHS B CETH.

9. MoOuabHbIii Tesredon

CoBpemMeHnHbIe cMapT(OHbBI U IJIAHIIETHI COAEepKAT B cede BIOIHE B3pOCiblil (PYHKIIMOHAI, H
Ternepb OHW MOTYT KOHKYpHPOBAaTh CO CTALlHOHAPHBIMH KOMIbrOTepaMu. OJHAKO, CPEACTB 3alLUThI
JUIst TOJ00HBIX YCTPOWCTB MOKa OYEHb Majo. TecTHpOoBaHHE M IOMCK YSI3BHMOCTEH B HHUX
MPOMCXOJUT HE TAK HHTEHCUBHO, Kak 1ist [TK, To sxe camoe kacaeTcss ¥ MOOMITBHBIX TPUTOKEHHUI.

CoBpemeHHble MOOWJIbHBIE Opay3epbl yXKe NpPaKTHYECKH JIOMHAJIM HACTOJbHBIE AHAJIOTH,
OQHAKO pacmupenue (QYHKIHOHATA BiIeYeT 3a Co0OH OOJBIIYIO CIHOKHOCTD M  MEHBIIYIO
3AIIUIIEHHOCTb.

Jlameko He Bce NPOM3BOIAMTENN BBIMYCKAIOT OOHOBJIEHHS, 3aKPLIBAIOLIME KPUTHUYECKHUE
VSI3BUMOCTH JUISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JUTsi 6€30MacHOCTH MOOMIBHOTO TenedoHa:

Huuero ne sBisercs mno-sacrosieMmy OecriaaTHbIM. Byab OCTOpokKeH, Belb Korjaa Ttede
npe/yiaraioT GECIIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE - TO [IATHBIE YCIIyTH;

Hymaii, npexie dem ornpaButh SMS, dhoto umu Bugeo. Tel TouHO 3Haelb, I1e OHU OyIYyT B
KOHEYHOM HTOre?



Heo6x01uM0 0OHOBISATH ONEPALMOHHYIO CHCTEMY TBOEro cMapTdoHa;

Mcrnonb3yit aHTHBUPYCHBIE POTPaMMBI U1l MOOMITBHBIX TeNIe(OHOB;

He 3arpyskail IpHUIIOKEHHSI OT HEM3BECTHOrO MCTOYHHMKA, BE/lb OHH MOTYT COAEpPXKaTh
BPEJIOHOCHOE MPOrpaMMHOE 00eCIIEUeHHE;

[Tociie TOro Kak Thl BhIAEIb ¢ caifTa, re BBOJMI JIMYHYIO HHOOPMAIHIO, 3ai11 B
HacTpoiiku Gpay3epa u yzaanu cookies;

[Teprouuecku MpoBepsii, Kakue IUIATHBIC YCIYTH aKTMBHPOBAHBI HA TBOeM Homepe; [laBaii
CBOM HOMep MOOHIIBHOTO Teled)OoHa TOIBKO JFOSIM, KOTOPBIX Th 3HACIIb U KOMY [10BEpsCIlb;

Bluetooth mommken ObITh BBIKJIIOYEH, KOTJa Thl UM He mosb3yeuibes. He 3albiBaii uHoraa
MPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAHH-MTPBI - 9TO  KPAacOYHbIe, 3aXBaThIBAIOIIME  Pa3BJICYCHUS,
0O0BEIUHSAIOUINE COTHH THICAY YENOBEK [0 BceMy MMpY. MIrpoku HCCIENyIOT JaHHBIM UM MHD,
06IIAIOTCS APYT C JPYTOM, BBITOIHSIOT 3a/[aHHs, CPAKAIOTCS ¢ MOHCTPAMH M TOJyHaloT OMbIT. 3a
V/IOBOJILCTBUE OHHM IUIATST: MOKYMAIOT JIUCK, OTUIAYMBAIOT aOOHEMEHT WJIM IIPHOOPETAIOT KaKue-TO
OIIIHH.

Bce 5TH cpejicTBa MIyT HA NMOJJICPKaHHE U PA3BUTHE UIPHI, @ TAKKE HA camy 0€30MacHOCTb:
COBEPIIEHCTBYIOTCS CHCTEMBI ABTOPH3AIIMH, BBITYCKAIOTCS HOBBIC MaTyu (LM(pOoBbIE 3aIIaTKH s
NporpamMm), 3aKpbIBalOTCS YA3BUMOCTH CEPBEPOB.

B 1noa00HbBIX HI'pax CTOMT OMAacaThCsl HE CTOJBKO CBOMX COIEPHHKOB, CKOJIBKO KPakKu TBOECTO
apoJis, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPH3alMK DOJIBLIINHCTBA UIP.

OcHOBHBIE COBETHI 110 6€30M1aCHOCTH TBOETO HIPOBOI0 aKKayHTa:

1. Eciv apyro#t Mrpok BezieT ceds MI0X0 WM co31aeT Tede HENMPUATHOCTH, 3a0JI0KHPY# ero B
CIIHCKE UIPOKOB;

2. Tloxanyiics aJMHHUCTPATOPaM MIPhl Ha IJIOXOE MOBEICHUE 3TOr0 MIPOKA, JKENATE/IBHO
NPUIOKHATE KaKHe-TO JI0Ka3aTeIbCcTBa B BUJI€ CKPHHOB,

3. He ykaspiaii 1uunyio undopmarmio B npodaiine urpel;

4, YBakall ApyruxX y4aCTHUKOB 110 UIPE;

5. He ycranasnuBail HeoQUIMaIbHbIC TATYH U MOJIBI;

6. Ucnonb3yi cliojkHbIe U pa3HbIC apo/iu;

7. Jlake BO BpeMsi HTPbl HE CTOMT OTK/tOYaTh aHTHBHpPYC. [Toka Tl Mrpaems, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

OUIHHT WIH KPaka JJHYHBIX JaHHBIX

OOBIYHO#M Kpakeil JeHer W JOKYMEHTOB CEroJHs YK€ HHKOIO HE YIMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOIOrUH 3MOYMBIIIIIEHHUKN MEPEMECTHIINCh B MHTEPHET, M MPOJIOJIKAIOT 3aHUMAThCS
"mo6uMBIM" I€NT0OM. .

Tak mosiBUIach HOBasi yrpo3a: HHTEPHET-MOIIEHHHYECTBA WM (QHINMHT, TJIaBHas UENb
KOTOPOTO COCTOMT B MOJIyYeHUH KOH(QUIEHIMATBHbIX JaHHbIX MOIL30BATENEH - TJOTMHOB U [TAPOIICH.
Ha anrymiickom sspike phishing unraercs kak ¢ummnr (ot fishing - pbibnas nosns, password -
TIapoJsb).

OcHOBHBIE COBETHI 110 60pbhe ¢ PUINHHTOM:

1. Cnenu 3a cBOMM akkayHTOM. ECIH ThI 110/103peBaeliib, 4TO TBOS aHKeTa Obl1a B3/IOMaHa, TO
HeoOX0AUMO 3abI0KMpOBaTH € M COOOIIMTH aJAMUHHCTpaTopam pecypca 00 3TOM KaK MOKHO
cKopee;

2. Wcnone3yii Oe3onacHeie BeO-caliThbl, B TOM YHMC/IE, MHTEPHET-MArasMHoOB H ITOMCKOBBIX
CHCTEM;

3. Wcronb3y# cloXHble W pasHble maposid. Takum oOpasom, eciu Teds B3JIOMAKOT, TO
3I0YMBIIUICHHAKH [TOJIYYaT JIOCTYII TOJILKO K OTHOMY TBOEMY IPO(HUIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1ebst B3JOMAIM, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
nobapieHsl y Te6s B JApY3biX, O TOM, 4TO TeOsi B3JIOMAlM M, BO3MOXKHO, OT TBOEro MMeHH OyjeT
pacchUIaThCs CIaM M CChUIKHM Ha (PUIIMHTOBBIE CANTBI;

5. Ycranosu HajexHbii napoib (PIN) Ha MoOuibHbIi Tenedon;

6. OTKIIOUM coXpaHeHHe mapouist B Opaysepe;

7. He otkpeiBaii (aiiisl 1 Jpyrue BIOKEHHMs B MMCbMAX, JaXke €CIIM OHH MPUILIH OT TBOMX
apysei. JIydiie yTouHM y HUX, OTHPABIISUIH i OHH TeOe 9TH (aiiiibl.



Ilnpposas penyrauus

Llupposas pemyTamusi - 9TO HEraTHBHAs MM NO3MTHBHAs MHGpOpManus B ceTH o Tede.
Kommpomerupytomas HHpOpMaIMs, pasMeIleHHas B WHTCPHETE, MOXKET CEPhE3HBIM obpazom
oTpasuThcs Ha TBoeil peaibHol ku3HM. "lLlupposas pemyranms" - 5TO TBOH HMHJDK, KOTOPBIH
dopmupyetcs U3 uHpopmanuu o Tede B HHTEPHETE.

TBoe MecTo KHUTEIbCTBA, y4eObl, TBOe (PMHAHCOBOE IOIOKEHHE, OCOOCHHOCTH XapaKkTepa
pacckasbl 0 OIHM3KHX - BCE 9TO HAKaIJIMBacTCs B CETH.

MHOr#He MOIPOCTKM JIETKOMBICIIEHHO OTHOCATCS K MyOJMKanu¥ JIMYHOH HHOpMaluu B
WuTepHere, HE MOHMMAS BO3MOXKHBIX mociaecTBui. Thl Jaxe He CMOXKEIIb J0rafaThes O TOM, 4TO
dororpadus, pasmelieHHas 5 JeT Ha3ajl, CTajla IPUIMHON 0TKa3a NPUHATE TeOs Ha padoTy.

KomMmeHTapuu, pasmerienne TBouX (ororpaduit u Apyrue JCUCTBUS MOTYT HE HCHE3HYThH
Jlake ToCIIe TOT0, KaK Thl MX yaaauiib. Thl He 3Haellb, KTO COXPAHUIT 5Ty HHPOPMALHIO, onaa Ji
OHA B NMOWCKOBBIC CHCTEMBl H COXPAHHJIACH /I OHA, a TJIABHOE: YTO MOAYMAIOT 0 Tebe OKpyXKarouue
JIEOJIH, KOTOPBIE HAIYT ¥ yBUAAT 9T0. Haiitn nHOpMAaIMio MHOTO JIET CIYCTs CMOXKET 1000 - KaK
13 J106PBIX MOOYKICHHMI, TAK K C HAMEPEHHEM TPHUHHHTE BPEL. DTO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aLiuTe IM(POBOMH peryTamu:

|. Tlomymaii, mpexkie yeM 4To-TO MyOIMKOBATh M Mepejasath y cebs B Oiore uiu B
COLHAJILHOMN CETH;

2. B nacrpoiikax npoguisi yCTaHOBHM OTPAaHMYCHMS Ha MPOCMOTP TBOEro Npoduis U ero
COIEPIKUMOT 0, C/IeJIall ero TOIBKO "Uist JIpy3ei '

3. He pasmemait ¥ He ykaspiBaii HH(GOPMALMIO, KOTOPas MOKET KOTo-iubo 0cKOpOJIATh Wil
oOMKaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE IIKOJBHUKH - AKTUBHBIE MOJb30BaTenH mu@poBoro mpoctpaHcTsa. OpHAKO
JAIEKO HE BCE 3HAIOT, YTO IOJIL30BAHME MHOIMMH BO3MOXKHOCTSMH IHM(POBOro Mupa Tpedyert
COOIIO/ICHUS TIPAB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTB.

Tepmun "uHTE/UIGKTyalbHas COOCTBEHHOCTB' OTHOCHTCS K  pasiM4HBIM  TBOPCHUSM
YEJIOBEUECKOr0 yMa, HAYMHAs ¢ HOBBIX W300peTeHHi M 3HAKOB, 0003HAYAIONIMX COOCTBEHHOCTh Ha
MPOAYKTHl U YCIYIH, ¥ 3aKaHuMBas KHUraMu, GotorpadusMu, KHHOQUILMAMH M MY3bIKATbHBIMH
HPOH3BE/ICHUIMH.

ABTOpCKHE Mpasa - 3TO MpaBa Ha HHTEIUICKTYalbHYI0 COOCTBEHHOCTh HA MPOHM3BECHHS
HAYKH, JIMTEPaTypbl ¥ HCKYCCTBA. ABTOPCKHE NpaBa BHICTYNAIOT B KaYeCTBE ApaHTHH TOrO, 4TO
MHTEJLIEKTYaIbHBIN/TBOPUECKUIt TPyl aBTOpa He OyJeT HampacHbIM, JacT eMy CIpaBe/lIHBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTartax CBOEro TpyJa, MOJYYHTh H3BECTHOCTb M IPHU3HAHHE.
Hukro Oe3 paspelueHusi aBTOpa HE MOYKET BOCIIPOM3BOJMTH €ro INMPOHM3BEICHHE, PAcIpOCTPaHATD,
nyGIMYHO JIEMOHCTPHPOBATE, [IPO/1aBaTh, IMIIOPTUPOBATD, ILyCKaTh B IIPOKAT, MyOJIHYHO HCTIONHATS,
MOKA3bIBATE/HCIIOJHAT B 3 Hpe i pazmemars B HTepHeTe. '

Ucnons3opanne "muparckoro” MpPOrpaMMHOrO oOecnedeHMss MOXET NMPHBECTH K MHOTHM
pHCKaM: OT [OTepH JaHHBIX K TBOHM aKKayHTaM 0 OJOKHMPOBKM TBOEro YCTPOHCTBa, Ije
yCTaHOBJIEHA HeJjleranbHas nporpaMma. He cTouT Takke 3a0bIBaTh, YTO CYHIECTBYIOT JI€rajbHbIe H
fecruiaTHbIe IPOTrPaMMBl, KOTOPbIE MOXKHO HAATH B CETH.

O nopraJe

CereBr4oK.pd) - TBOIA IVIABHBINH COBETYHK B CETH. 371€Ch Thl MOXKEIIb y3HaTh O OE30MaCHOCTH
B CETH MOHSTHBIM M JIOCTYITHBIM S3BIKOM, a IIPH BOBHHKHOBEHHH KPHTHYECKOH CHTyanuu 00paTHThCs
3a COBETOM. A TaKKe NPMHATH YHacTHE B KOHKYPCaX M CTaTh CaMbIM IH(POBBIM IpakJIaHHHOM!

UHCTPYKIUA AJI5A OBYYAIOHIUXCAH
Ob THO®OPMAIIMOHHOU BE3OINACHOCTH
HEJIb351
1. BeeM noapsia coobmarh CBOK YacTHYIO HHGOpPMAIMIO (HacToslHe WUMs, (HamMUIHIO,
TeneoH, azpec, HoOMep LIKOJIbL, a TakKe GoTorpadun CBoM, CBoel CeMbH H ApY3eH);
2. OTKpBIBaTH BIOXKEHHBIE (aliibl SMEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTHPABUTEIIS;
3. ['py6OuTh, npuHpaThest, OKa3bIBaTh JaBICHHUE - BECTH Ce0sl HEBEXKIIMBO U arpeCCUBHO;



4. He pacnopsikaiics nenbramu TBOeH ceMbu Ge3 paspelleHus CTapiiux - Beerja
crpanMBaipoAHTeNeH;

5. He Bcrpewaiicst ¢ MiHTepHeT-3HAKOMBIMH B PEabHOI JKH3HH - TTOCOBETYHCS CO
B3POCIIBIM,KOTOPOMY JIOBEPSIElIb.
OCTOPOYKHO

I. He Bce mumryT mpapmy. Yuraems o cebe nenpasay B UntepHere - cooOumm 06
9TOM CBOMMPOJMTENSAM UITH ONEKYHaM;

2. llpurnamaior nepenuchiBaThCs, HrpaTh, 0OOMEHHBATECS - IPOBEPD, HET JIM MOIBOXA;

3. HeszakonHoe konuposanue ¢aiinos B UHTEpHETE - BOPOBCTRO;

4. Beerza pacckasbiBait B3pociibiM 0 Ipo0iieMax B CETH - OHM BCET/1a IIOMOTYT;

5. Vicnionb3yii HacTpolku 0e30nacHOCTH M IIPHBATHOCTH, YTOOBI HE MOTEPATH CBOM
aKKayHTBI B COLICETAX M JPYTUX MopTanax.
MOKHO

1. VBaxaii qpyrux noyib3oBaTeiei;

2. lMonp3yembes iHTEpHET-HCTOUHUKOM - Jiefiail CChIIKY Ha HETo;

3. OTKpBIBail TONBKO T€ CCHIJIKH, B KOTOPHIX YBEPEH;

4. O0marbest 3a NOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHbI M aIMHHHCTPALS
CalTOB BCErAarnoMoryT;



