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MWHUCTEPCTBO OEPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINK

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[denapTtameHT rocygapCTBeHHOW nonuTMKM B cdepe obwero obpasosaHna MuHoGpHaykm Poccun
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
MH(OPMALIMOHHOIO obLecTBa MeToAMYecKMe peKkoMeHZauun O pasMeLleHMU Ha WHMOPMAaUMOHHBIX CTeHaax,
odmumanbHbIX MHTEPHET-caiTax U OPYrnx MHOpPMaLMOHHBIX pecypcax obuieobpa3oBaTenbHbIX OpraHvM3auuni u
OpraHoB, OCYLLECTBNALWMX ynpaeneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "HTtepHeT".

OuvpexTop [enapTtameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHMU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNATbHbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemenHon komuccum CoseTa Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLecTBa B paMKax BbIMONHEHWNS pekOMeHAaL M napnaMeHTCK1X cnywaHuin "AkTyanbHble Bonpockl obecneveHus
6e3onacHOCTV 1 pa3BUTUS AeTen B MHAOPMaLMOHHOM NpocTpaHCTBe", koTopblie npolwnn B Cosete ®enepaummn 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMu O pasMelleHMnM Ha WHEGOPMAaLMOHHbIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-canTax W APYrnX MHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHm3aumi M OopraHoB, OCYLLECTBASIOWMX yrnpasneHve B cdepe obpasoBaHus, MHdopmauun o GesonacHom
nosedeHnun 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckne pekomeHaauum).

MeToanyeckue pekomeHZauun HanpasfeHbl Ha KayeCTBEHHOE MOBbLIWEHME YPOBHS WMHGOPMALMOHHOW
aeaTenbHocTn obweobpa3oBaTenbHbIX OpPraHM3auuini M OpraHoB, OCYLUECTBMSAIOLWMX yrnpaBneHne B cdepe
obpa3oBaHMsi, B 4YacTu MHOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3aKkoHHbIX npeacTaBUTENen) U
negarornyecknx paboTHMKOB 06 OCHOBHbIX acnekTax MHdpopMaLMoHHON 6e30MacHOCTMH.

MeToanyeckne pekoMeHZaumm  MNo3BoNAT  obOuwieobpasoBaTenbHbIM  OpraHu3aumsM U - opraHam,
OCYLLECTBMAIOLWMM ynpaerneHne B cdepe 0Opas3oBaHus, akTyanManmpoBaTb yXKe UCMOSb3yeMble U pa3MeLleHHble
NMH(OPMAaLMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb WX B Crlyd4ae UX OTCYTCTBUS C YYETOM Jy4LUMX MPaKTUK U
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).

MHdopmaumnoHHbIe cTeHAbI
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Ha wuHdopmauunoHHblx cTeHgax B 06uieobpasoBaTenbHbIX OpraHu3auusax, pacrofoXeHHbIX B done
yupexaeHun m B kabuHeTax, OCHaLLEeHHbIX MepPCOHanbHbIMW YCTPOMCTBAMM ANS Bbixoda B ceTb "VHTepHeT",
pekoMeHayeTCca pasMecTUTb WH(OPMAaLMOHHbIE MaMATKW, coAepKallne OCHOBHble COBETbl MO obecneyeHuto
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4YeckuM pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpepcTtBa MaccoBou MHdopmaLmm

B cpenctBax maccoBow MHGOpMaUMW, OPUEHTMPOBAHHbBIX Ha OOy4aloLMXCsl, PEKOMEHAYETCS B TeYeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHble OTAEeNbHbIM acnekTam
MHpopMaunoHHON 6e30MacHOCTH, a TaKkkKe pasnnyHble NaMsaTKn obLLero xapakrepa.

B cpeactBax MaccoBor MHGOPMALMK, OPMEHTUPOBAHHBLIX Ha Nefarornvyeckytd  obLLIEeCTBEHHOCTb,
peKkoMeHOyeTCsi B TEYeHWe KaneHgapHoro roga perynapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuansl,
NOCBSILLEHHbIE OTAENbHbIM acnektaMm WH(OopMaUnoHHOW ©e30MacHOCTU KaK HECOBEPLUEHHOMETHUX, Tak W
obuleobpa3oBaTenbHbIX OpraHuM3auui, a Takke pas3fuyHble naMAaTkM, 0030pbl  HOpMaTUBHO-MPaABOBOrO
perynMpoBaHust AaHHoW cdepbl U MHAOPMaLMIO O akTyarbHbIX MEPONPUATUAX U CODBITUSX B JaHHOW cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsa obecneudntb
BbIMYCK TEMaTMYEeCKOro BbIMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybruvkauum, cpegu KOTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmXcs, UX poauTenen (3akoHHbIX NpeacTaBUTENENn) u
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTEpHET-pecypchbl

O6uweobpasoBaTefibHbIM OpraHM3aUusM pPeKoMeHAyeTcs Ha CBOMX oduuManbHbiX MHTepHeT-pecypcax
obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOrO U CcneuuanusnMpoBaHHoro pasgena "MHdgopmauuoHHas
Ges3onacHoOCTb", B paMKkax KOTOporo npeaycMoTpeTb pasMeLleHre criegyroLel nHpopMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHvue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B PasmeLluaotcst Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHus cooTBeTCTBYOWUA TpeboBaHNAaM K
NHPOpPMaLIMOHHON napamMeTpam CKaHMpOBaHUS.
©e3onacHocTn Pa3meLuaTcs AOKYMEHTHI,
obyyatomxcs pernaMeHTUpyloLmne opraHm3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MEPONPUATUIA NO obecneveHunto
WMHpopMaLNOHHO BGe3onacHOCTU
oby4yarowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCs akTyanbHble CBEAEHUS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
n1ucbMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernaMeHTupyoLmne obecnevyeHne
MHpopMaLNoHHO Ge3onacHOCTU
HecoBepLUeHHoneTHuX. [lonyckaeTcs
BMECTO KOMUI pa3meLlaTb rMnepcChinikn Ha
COOTBETCTBYIOLLNE AOKYMEHTbI Ha canTax
OpraHoB rocygapCTBEHHOW BNacTu.
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3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatoTca metoamyeckme
paboTHMKam caunTa peKoMeHAaLmMmn 1 yKa3biBaeTCs
Konunn gokymeHTOB B MHopMaLINGA O MeEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpasBneHHbIX Ha

NoBbILLEHNE UH(POPMALIMOHHOM
rpPamMoTHOCTW NeAarorm4eckmnx paboTHMKOB.

4. | Obyyatowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmaumMoHHas namsiTka
canTta (npunoxeHue N 2) u ykasbiBaeTcst
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaXx
1 nporpaMmmax, HanpasfieHHbIX Ha
NnoBbILLIEHMNE UH(POPMALIMOHHOM
rpPamoTHOCTM O0By4atoLnXCs.

5. |Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3smellaeTcsa nHopmaLMoHHas namsaTka
npeacraBuTensam) canTta (npunoxexune N 3).
obyvatowmxcs

6. |[etckune 6esonacHble | TeKCT Ha CcTpaHuue PasmeLlaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCNONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIx canTax,
GaHHepbl 6e3onacHbIX AETCKMX CaliTOoB.

OpraHam, ocyLlecTBnALLMM yrpaBneHne B cpepe obpasoBaHUs, peKoMeHayeTCst Ha CBOUX odmumanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHWE CaMOCTOSATENbLHOIO W CreLManu3vpoBaHHOro pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoOTPeTb pasMeLLeHne creaytoLlen MHgopmaumu:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadumn cBou, CBOEN CEMbU U ApY3en);

2. OTkpbIBaTb BMNOXEHHbIE halnbl 3NEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTNPaBUTENS;
3. [pybuTh, NpuaMpaThCs, Oka3biBaTb AABMEHME - BECTU cebsi HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbrammu TBoel ceMby 6e3 paspelleHnst cTaplunx - BCceraa cnpaluvean poauTenein;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMU B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B MIHTepHeTe - coobLy 06 3TOM CBOMM poauTeNsam
UMK oneKkyHam;

2. MpuvrnawatroT nepenncbiBaTbCH, Urpatb, 0GMeEHMBATLCS - NPOBEPb, HET MW NOABOXA;

3. HesakoHHOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKGSbIBaVI B3POCJ1bIM O npo6nemax B CeTh - OHK BCerga rnomoryT;

5. Vcnonb3yn HacTponkn 6e30nacHOCTU U NPUBATHOCTU, YTOObI HE NOTEPSITb CBOWM akKayHTbl B COLICETAX U
Opyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonbk3yelwwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbIfIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbI U aAMVHUCTPaLIMSA CanToB BCcerga noMoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBMnYOK" 1 Nonydy nacnopT LndpoBoro rpaxgaHuHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYHAKOLWWMXCA ANnA PASMELLEHUA
HA O®ULMNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MONogexun B MHTEPHETe CTaHOBUTLCSA Bornblue, a LWKOMbHUKM OOHU M3 CaMbIX aKTMBHbIX
nons3osatene PyHeta. Mexgy TemM, NOMMMO OFPOMHOMO KOfMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. OTa NamATKa JoMKHa NomMoyb Tebe 6e3onacHo HaxoaUTLCS B CETW.

KomnbloTepHbie BUpYChI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOM SIBNsieTCA CNocobHOCTb K pa3MHOXeHMto. B gonornHeHue k 3ToMy, BMpYCbl MOMyT MOBpPeauTb WK
MOJSIHOCTbIO YHUYTOXUTb BCe haiinbl U [aHHble, NMOAKOHTPOJSIbHbIE MONb30BAaTENM, OT UMEHWU KOoToporo 6Gbina
3anylleHa 3apa)keHHasi nporpaMMa, a Takke NoBPeAuTb UK Jaxe YHUYTOXUTb OnepaLuoHHYH CUCTEMY CO BCEMU
dhaiinamu B uenom. B GonblUMHCTBE Cry4YaeB pacnpoCTpaHsATCA BUPYCbl Yepes UHTEPHET.

MeToab! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBPEMEHHble OnepauuoHHbIE CUCTEMbI, UMEILLNE CEepPbe3Hbli YPOBEHb 3aluTbl OT
BPELOHOCHbIX NMporpaMm;

2. MocTosiHHO ycTaHaBnuBan nadvt (LudpoBble 3annaTky, KOTOpble aBTOMaTUYECKM YCTaHaBNMBAKOTCS C
uenbto gopaboTku nporpaMmmbl) U gpyrne oGHOBMNEHWUSI CBOEN OMnepaumMoHHOM cucTtembl. CkaumBanm MX TONBKO C
oduymansbHoro canta paspabotunka OC. Ecnu cylecTByeT pexxum aBTOMaTU4eCKoro 0OHOBIEHUS, BKITHOYN €rO0;

3. Pabotan Ha cBoem komnbloTEpPE MOA NpaBamMu NOMb30BaTenNs, a He agMuHucTpaTopa. OTO He No3BONUT
GOmMbLUMHCTBY BPEAOHOCHbIX NMPOrpamMM MHCTaNIMpoBaTbCsl Ha TBOEM NEPCOHANBLHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MporpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHnem 6as;

5. OrpaHunyb u3anyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NiL;

6. Micnonb3yn BHeLIHWE HOCUTENU MHOPMaLUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
N3 NMPOBEPEHHBIX MCTOYHUKOB;
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7. He oTKpbiBal KOMMNbIOTEPHbIE halnbl, MNOMyYEeHHble M3 HEHageXHbIX UCTOYHMKOB. [axe Te dhannbl,
KOTOpble npucrnan TBOW 3HaKoMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TEXHOMOrusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roagy
HuaepnaHackas komnaHus 3apernctpuposana 6peHg "WECA", yto obosHauvano crnosocouveTaHue "Wireless
Fidelity", koTopbIn nepeBoauTCs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObiNo AaHO C HAMEKOM Ha CTaHAapT BbicLlen 3BykoBOM TexHUkn Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKasi TOMHOCTbL".

Ha, BecnnatHbIn MHTEpPHET-AOCTYN B kade, OTENsAX M alponoprax ABMASETCH OTAMYHON BO3MOXHOCTbLIO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He aBnatoTca 6e3onacHbIMu.

CoBeTbl N0 6e3onacHocTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBan cBoO nu4YHy0 unHdopMauumto yepe3 obuwenocTtynHole Wi-Fi cetn. PaboTtas B Hux,
XenatenbHO He BBOAMTb Maponuv A4OCTyna, NOrMHbl U Kakne-To HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambim Tbl 06e3onacuwb cebs ot
3aKayky BMpyca Ha TBOe YCTPOWCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn kK dpannam u npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMOSYaHWIO, O4HAKO HEKOTOpble MONb30oBaTeNM aKkTUBMPYIOT ee Ans ygobcTBa MCNONb30BaHWS B
paboTte nnu y4ebe;

4. He ncnonb3yn nyonuyHbin WI-FI gns nepegaym nuuHbIX AaHHbBIX, HANpumep AN Bbixo4a B couuarbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yw ToNbKO 3awmweHHoe coeguHeHue vepes HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mMobunbHom TenedoHe oTkmoum dyHkuuio "TlogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckanm
aBTOMaTUYECKOro NoAaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CETU aKTMBHO BXOAAT B Hally XXW3Hb, MHOTME Ntogn paboTaloT M XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SBMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorve nonb3oBaTenu He MOHMMAKT, YTO MHAOPMALUS, pasMeLLEHHas MU B COLMAnbHbIX CETSX, MOXET ObITb
HanJeHa 1 UCMNonb3oBaHa KeM YrogHo, B TOM Yucre He 06s3aTenbHo ¢ 6naruMmm HamepeHusmMu.

OcHoBHbIe coBeTbl N0 6e30MacHOCTU B coluanbHbIX CETSX:
1. OrpaHun4b cnncok gpysen. Y Tebs B Apy3bsax He AOMMKHO ObiTb CNyYanHbIX U HE3HAKOMbIX NOAEN;

2. 3awumuian cBOK YacTHYI Xu3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca, gaTy TBOEro poXaeHus u
OPYrylo NUYHYI0 MHOopMaLmnio. 3N0YMBbILLSIEHHUKM MOTYT UCMOMb30BaTh AaXe MHAPOPMaLUio O TOM, Kak Tbl 1 TBOU
poAUTENU MraHnpyeTe NPOBECTU KaHUKYINbI;

3. 3awuwian ceoto penyTauuio - epXun ee B YACTOTe U 3adaBait ceGe Bonpoc: XxoTen Gbl Thl, YTOObLI Apyrue
nonb3oBaTenu BUOenu, YTo Tbl 3arpyxaellsb? Mogymaii, npexae Yem YTo-To onybnvkoBaTh, HanncaTb U 3arpysuThb;

4. Ecnu Tbl rOBOPULLb C SIIOABMU, KOTOPbIX HE 3Haellb, HE NCMOSb3YM CBOE pearnbHOe UMS 1 OPYrYHo JINYHYIO
NMHOPMaLIMK: UMS, MECTO XUTENLCTBA, MECTO y4ebbl U NpoYeE;

5. Usberan pasmelleHus dotorpacdpuii B UHTepHeTe, rae Tl n3o6paxkeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
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onpengennTb TBOE MECTOMOJIOXKEHUE;

6. Mpu peructpauumn B coumnansHOM ceTn Heob6XoaMMO MCNONb30BaTh CIIOXHbIE NAponu, cocTosLme u3 Gyks
N undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnun
Teba B3nomatot, To 3M10YMbILUNEHHUKN nonydaT AOCTyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

aﬂeKTPOHHbIe AeHbIn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHbIN cnocob nnaTexen, OQHAKO CYLLECTBYIOT MOLUEHHUKW, KOTOpbIE
XOTSIT NONYYNTb 3TU AEHBLIN.

3J'IeKTpOHHbIe OEeHbrm noAasunncb coecemMm HegaBHO U MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CuUx
Nnop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum e oHU (PYyHKUMOHUPYIOT U O HUX yXXe MPOMUCaHO B 3aKOHe, Tde WX pasfensitoT Ha HEeCKOSbKO
BVAOB - @QHOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoguTb onepauum 6e3 naeHTudrkaumm nonb3oBaTensi, a B HEAHOHUMHbIX MAEHTUdMKALNSA nonb3oBaTens
ABnsieTcs 0bsA3aTeNbHON.

Tawke cnegyeT pasnuyatb OMNEKTPOHHble WaTHble AeHbrn (paBHbl FOCYAApCTBEHHbIM BanTam) U
3MeKTPOHHbIE HedmaTHbIe AeHbIN (He paBHbl FOCYAapCTBEHHbIM BarnoTam).

OcHOBHble coBeTbI N0 Ge3onacHom pa60Te C 3J1EKTPOHHbIMU AE€HbraMu:

1. NpuBsXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYM K
cueTy. [NpuBs3aHHbIN TenedgoH MOMOXeT, ecnv 3abygellb CBOW MNaTeXHblA Naponb WAM 3angellb Ha CalT C
He3HaKoOMOro yCTPONCTBa;

2. Ucnonbayii ogHopasoBble naponu. Mocne nepexoda Ha ycuneHHylo aBTopusauuio Tebe yxe He Gyaer
yrpoXaTb ONacHOCTb KpaXu UNu nepexeara nrnaTexHoro napons;

3. Bbibepu cnoxHein naponb. NpecTtynHukam OydeT He MPOCTO yragaTb CIOXHBLIM Naponb. HagexHble
naponu - 3To Naponun, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaoT B Ce0S CTPOYHbIE M MPOMUCHbIE OYKBBI,
LUMdpbl 1 HECKOmNMbKO CMMBOMOB, TakuMe Kak 3HaK gonnapa, dyHTa, BOCKNMUATenbHbIA 3HaK W T.M. Hanpuwmep,
$tRONg!;;

4. He BBOOM CBOW JNIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.

OnekTpoHHas noyra

OnekTpoHHaa no4yTa - 9TO TEXHOMOrMs W MNPeaoCTaBMnsAEeMble €l YCMNyrn Mo MNepecbinke W MonyYeHuto
3MEeKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenensioTcs B KOMMboTEPHON ceTh. OBbIYHO SMEKTPOHHBIA MOYTOBLI
AWNK BbIMAOUT credylolmm obpa3oM: UMs_Monb3oBaTensa@uMsa_aoMeHa. Takke Kpome nepedadv npocToro
TeKcTa, MMeeTcsl BO3MOXHOCTb Nepeaasath daiinbl.

OcHoBHble coBeTbl N0 B6e3onacHoin paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hago BbiGpaTb MNpaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbii BbiIGOp GecnnaTtHbix
MOYTOBbLIX CEPBUCOB, OAHAKO Nyylle [OBEPATb TEM, KOTO 3HAELb U KTO NEPBbIN B PENTUHTE;

2. He ykasbiBah B JMYHOM MNOYTE NNYHYO  UWHopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIi_daHat@" nnm "pok2013" BmecTto "Ttemal3";

3. Vicnonb3yi ABYX3TanHyk aBToOpM3auuio. ATO Korga NOMUMO MapOorist HYXXHO BBOAUTb KOA, NMPUCHINIaeMbli
no SMS;

4. Boibepu crnoxHbin naponb. Ons kaxaoro noYToBOro AlmMka AOMKEH OblTb CBOM HAAEXHbIW, YCTOMUYUBBIN K
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B31IOMY Naporb;
5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHBIA BOMPOC, NCMOMb3Y 3Ty BO3MOXHOCTb;

6. Vicnonb3yin HECKONbKO MOYTOBBIX ALWMKOB. [MepBbI AN YaCcTHOW Nepenuckn ¢ agpecataMmu, KOTOPbIM Tbl
JoBepsielllb. ATO ANEKTPOHHbIV aApec He HAZ0 UCNOoNb30BaTh NPU perncTpaunm Ha opymax 1 camTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnuv OHW NPULLIM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N1 OHN Tebe 3T dannel;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNaOKM ¢ canToM He 3abyab HaxaTtb
Ha "Bbintn".

KMGepGynnuHr unu BupTyanbHoe nsgesatenbCcTBO

KubepbynnuHr - npecrnegoBaHne coobLlieHnsiMK, cogepXaluMmm OcKopbneHus, arpeccuio, 3anyrmBaHue;
XYNUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fNNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynrMHrom:

1. He 6pocaricsa B 60oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCs, TO BHavane ycnokoutbcs. Ecnu Tebl HaYyHelWb oTBeYaTh OCKOPONEHNsIMN Ha OCKOpPONEHNs], TO TOMbKO
ewe 6onblue pasoxokellb KOHGMMWKT;

2. Ynpasnsan cesoen knbeppenytaumven;
3. AHOHMMHOCTb B ceT! MHUMas. CyLLecTBYIOT CNOCOObI BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTouT Bectu xynuraHckun obpas BuMpTyanbHOW Xu3HW. MIHTepHeT duKcupyeT BCe TBOU AENCTBUS U
coxpaHseT ux. Yaanutb ux 6yaeT KpanHe 3aTpyaAHUTENbHO;

5. Cobnitogai cBow BMPTYyarnbHYH YECTb CMOMOAY;

6. VrHopvpyn eauHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Ny4le WrHOpUpOoBaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMSIMUK, B coUMalnbHbIX CETSX €CTb
BO3MOXXHOCTb 6J'IOKI/IpOBKl/I OoTnpaBKu coobLeHun ¢ onpeneneHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTbL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
4YTO €ro AEeNCTBUSI OLEHMBAIOTCSl HEraTMBHO, NOAAEpXaTb XXEPTBY, KOTOPOW HyXHa MCUXONOrMvyeckasi noMoLlb,
COOBLLUUTL B3POCTbIM O haKTe arpeCCUBHOMO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTOHbl U MnaHLWeTbl coaepxaTt B cebe BMonHe B3pOChbI (DyHKLMOHAN, U TENEPb OHU
MOryT KOHKYpUpOBaTb CO CTaLMOHapHbIMU KoMrbloTepaMmu. OfHako, CpeAcTB 3aluThl Ans NoAobHbIX YCTPONCTB
noka o4YeHb Mano. TecTUpoBaHUE U NMOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTCsl U MOBUMbHbLIX MPUMOXEHWN.

CoBpeMeHHble MOOWmnbHble 6Gpay3epbl  YKe MpakTUYecku [OorHanuM HacTombHble aHamnory, oaHako
paclumpeHmne yHKLMOHana BneyYeT 3a cob60i GOMbLLYIO CIIOXHOCTb U MEHbLUYIO 3aLLUULLEHHOCTb.

[aneko He Bce npon3sBoanTesnn BbIMYCKaOT 0obOHoBNEHUS, 3aKpbiBawWmMe KpUtn4veckme yAa3BuUMOCTU AOnd
cBOuUX yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huuyero He sBnsieTca no-HactosiweMmy GecnnaTHbiM. Byab ocTopoxeH, Bedb korga Tebe npengnaratoT
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©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-To nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTto nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW B6yayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATH ONEpauMoOHHY0 CUCTEMY TBOEro cMapTdOoHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOOMNbHbBIX TENeOHOB;

He 3arpyxai npunoXeHnss OT HEW3BECTHOrO MWCTOYHMKA, BeOb OHWM MOryT coAepXaTb BPEAOHOCHOE
nporpaMmmHoe obecneyveHue;

[Mocne Toro kak Thbl BblAELb C canTa, rae BBOAWUM NUYHYK MHGOPMAaLUVIO, 3anan B HAacTponkn Bpaysepa u
yaanu cookies;

lMNepuvoanyeckn NpoBepsAn, KakMe NnaTHbIe YCNyru akTUBMpOBaHbLI Ha TBOEM HOMEPE;

[asaw cBon HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpSieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He Nofb3yellbes. He 3abbiBavi MHOra4a npoBepsATh 3TO.
Online urpbl

CoBpeMeHHbIE OHMaNH-UrPbl - 3TO KPaCOYHble, 3axBaTblBaloWUe pasBreyvYeHusi, OObEeAMHSIOLUME COTHU
TbiCSIM YenoBek no Bcemy mupy. Vrpoku mccreayloT OaHHbId UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[jaHusl, CpaXatoTCs C MOHCTPaMK 1 MOJy4atoT onbIT. 3a YAOBOMbLCTBME OHW NAATAT: MOKYMNaT AUCK, ONfavynBaroT
aboOHeMEHT unu NpuoGpeTatoT KakMe-To Onumn.

Bce aoTm cpeactBa vayT Ha noAadepXaHuMe M passBuMTME Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOpU3aLMK, BbIMycKaloTCA HOBble naTyu (UudpoBble 3annaTku Ans nporpaMm),
3aKpbIBaAOTCS YSI3BUMOCTY CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTH TBOEIo UrPOBOro akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyi ero B CrcKe
UrPOKOB;

2. Moxanynca agMUHUCTpPATOPaM Mrpbl Ha MNIOXOe MOBEeAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakue-To JoKkasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto nHchopmauuio B npodanne urpbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumanbHble natyn u Moapl;

6. Vicnonb3yi CrnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMpYC. [Moka Tbl Urpaelb, TBOW KOMMbIOTEP MOryT
3apasuTb.

PUWKHT unun KpaXxa NMUYHbIX AaHHbIX

OO6blI4HOM Kpa>|<e|7| oeHer n OOKYMEHTOB CerogHd YyxXe HUKOro He yaumeBullb, HO C pasBUTUEM
I/IHTepHeT-TeXHOHOFVIIZ 3J1I0YMbILUNEHHUKN NMepeMeCcTUriMCb B MHTEPHET, U NpoAOoJKaoT 3aHUMaTbCA "No6MMbIM"
nenom.
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Tak nosiBUnacb HOBasi yrpo3a: MHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4eHMn KoHUaeHUnanbHbIX AaHHbIX NONb3oBaTenen - NorvMHoB M naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHroM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblfa B3riomaHa, To Heobxoanmo
3abnokupoBaTh ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yi 6e3onacHble Beb-calTbl, B TOM YUCHE, MHTEPHET-MarasnHoOB U NOUCKOBbLIX CUCTEM;

3. Vicnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 30YMbILLNEHHNUKN
nony4aT AOCTYN TOMbKO K OOHOMY TBOEMY NPOUIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heobxoanmo npegynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble Ao6aBneHbl y Tebs
B OPY3bsX, O TOM, YTO TeGs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn GyaeT pacchbinaTbCa cnam W CCbIfKN Ha
(PULLNHIOBbIE CaNThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBal dannbl U Apyrue BIOXEHUS B MUCbMax, AaXe €Ci OHM NpULM OT TBOMUX Apy3en. Jlyduwe
YTOYHM Y HUX, OTNPABANN N1 OHW Tebe aTn dannbl.

LindpoBas penyTtauus

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas nHdopmauuns B cetn o Tebe. KomnpomeTtupytowias
nHdopmaums, pasMeLleHHas B MHTEepHETe, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCH Ha TBOEW peanbHOW XU3HW.
"Undposas penytaums” - 9To TBOW UMUK, KOTOPbIN hopmMupyeTcs n3 nHopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOEe (hMHAHCOBOE MONoXeHne, 0COBGEHHOCTM XapakTepa M pacckasbl O
GnU3KUX - BCE 3TO HaKannMBaeTcs B CETU.

MHorvMe NOAPOCTKM NErKOMBICIIEHHO OTHOCATCA K NyOnuKauuu nMYHOM MHdopMauun B VIHTepHeTe, He
NMOHMMasi BO3MOXHbIX NMOCNeacTBUA. Thl JaXe HE CMOXeELUb AoragatbCcs O TOM, 4To dhoTorpadus, pasmelleHHas 5
neT Hasag, ctana NpuU4MHOM oTKasa NpPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBomx dotorpadun n apyrne AerUCcTBUA MOTyT HE UCYE3HYTb Jaxe nocre Toro,
KaK Tbl UX yganub. Tbl He 3Haelb, KTO coxXpaHun 3Ty uHdopmauuio, norasna fm oHa B MOUCKOBLIE CUCTEMbI U
COXpaHuMnacb v oOHa, a rnaBHoe: YTO NogyMaloT o Tebe oKpyxatoLme Nioan, KOTopble HangyT U yBUAAT 3To. HanTn
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET fobon - kak u3 Aobpbix NobyXaeHun, Tak 1 C HaMepeHneM NPUYUHUTL
BpeA. ATO MOXET ObITb KTO YrOAaHO.

OcHOBHbIe COBETHI MO 3aLmTe LMPOBON penyTaumm:
1. NMogymain, npexge 4em 4TO-TO Ny6nMKoBaTh U NepedaBaTh Y cebs B 6nore nnm B coumanbHoOWm ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenan ero Tonbko "ansa apysen';

3. He pa3meluaii 1 He ykasbiBal MHGOPMALMIO, KOTOPas MOXET KOro-NMbo ockopGnsiTe UMK 0BuxaTh.
ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOSIbHUKM - aKTUBHbIE MOMb3oBaTeny LMdpoBoro npoctpaHcTea. OOgHako Aarneko He Bce
3HalOT, YTO TMOMb30BaHWEe MHOIMMW BO3MOXHOCTAMM UMPOBOro Mupa TpebyeT cobGniogeHuss npaB  Ha
WHTenneKTyasnibHyt0 COGCTBEHHOCTD.
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TepMuH "MHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pasfiMyHbiM TBOPEHUSIM 4YENIOBEYECKOro yma,
HauMHasa C HOBbIX M30OpETEHUN N 3HAKOB, 0603HAYalOLLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaHyuBasi
KHuramu, otorpadmsamm, KNHOPUNbMaMn 1 My3blkarbHbIMU MPOU3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyl0 COBCTBEHHOCTb Ha NPOM3BEAEHUSA HayKu, NuTepaTypbl
N nckycctea. ABTOpPCKME NMpaBa BbICTYNalT B KAYECTBE rapaHTUM TOrO, YTO MHTENNEKTYyanbHbIA/TBOPYECKUIA Tpya,
aBTopa He ByaeT HanpacHbIM, AacT eMy CnpaBeanMBblie BO3MOXHOCTU 3apaboTaTb Ha pes3ynbTaTax CBOero Tpyaa,
nony4YntTb W3BECTHOCTb W nNpu3HaHue. Hukto ©6e3 paspelleHuss aBTopa He MOXET BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGNMYHO OEMOHCTPUPOBAaTh, NpodaBaTb, MMMOPTUPOBATL, MyckaTb B MpoKaT,
Ny6rIMYHO MCNOMHATL, NOKa3bIBaTL/UCNONHATL B 3dhupe nnm pasmeLLaTs B VIHTepHeTe.

Mcnonb3oBaHre "nupartckoro" nporpammHoro obecnevyeHnss MOXeT NPUBECTU K MHOTMM puckam: OT noTtepwu
OaHHbIX K TBOMM akkayHTam o GNOKMPOBKM TBOEro YCTPOWCTBA, rAe yCTaHOBMEeHa HerneranbHasi nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXHO HaMTW B CETU.

O noprane

CeTeBUYOK.pcp - TBOW IMaBHbIi COBETYMK B CeTU. 3[4ecCb Tbl MOXellb y3HaTb O ©e3omnacHOCTU B CeTu
MOHATHBIM W OOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUWN KPUTUYECKON CUTYyaL MmN 06paTUTLCS 3a COBETOM. A Takke
MPUHATB y4acTMe B KOHKYpcax U CTaTb CaMbIM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3

NAMSATKA AN POOUTENEN OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepgeneHne TepMuHa "vHdopmauunoHHas 6e3onacHocTb aeten" cogepxutca B degepansHom 3akoHe N
436-$93 "O 3awute geter OT MHGOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLLUEHMS, CBA3aHHbIE C 3alUTON AeTeln OT MHOpMaLMK, MPUYMHSAIOLLEN Bpes UX 340POBbI0 U (MNK) pasBUTKIO.
CornacHo gaHHOMY 3akoHy "WHdopmauunoHHasi 6e3onacHOCTb geTer” - 3TO COCTOsIHME 3aLUULLIEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C NPUYMHEHNEM MHOPMaLUe Bpeda Ux 340POBbL0 U (Unn) pusnyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-93 nHdopmaumen, npuumHAOLLENA Bped 340POBb0 U (UNK) pasBUTUIO
neTten, aBndeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. vHopmauus, pacnpocTpaHeHWe KOTOPOW OrpaHMdeHo cpeaun AeTeil onpefeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHdbopmauun, 3anpeLleHHon Ans pacnpocTpaHeHns cpeam aeTen, OTHOCUTCS:

4. vHdopMauus, nobyxparowan geTel K COBEpLUEHUO AEWCTBUNA, NPEACTaBMAOWMNX Yrpo3y UX XU3HWU U
(vnn) 30opoBbIO, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbIO, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BaTb Yy AeTeW XenaHume ynoTpebutb HapkOTUYECKMe CPeAcTBa, MCUXOTPOMHbIE U (Mnn)
ogypmaHuBawlme BellecTBa, TabayHble M3Oenus, ankoronbHyl WM CIMPTOCOAEPXAllylo MpOAYKUMIO, NMUBO U
HanWTKW, M3roTaBNMBaeMble Ha €ro OCHOBE; MPWHATb yyacTMe B a3apTHbIX Mrpax, 3aHMMaTbCA MPOCTUTYLMEN,
6poasKHNYECTBOM WIM MOMNPOLLARHUYECTBOM;

6. obocHoBbiBalOWas WM onpaBAblBaollas [OMYCTUMOCTb Hacunms u  (Mnn) xectokoctn nnéo
nobyxaatoLLlas OCyLLECTBATb HACUIbCTBEHHbIE OENCTBUS MO OTHOLLEHWUIO K NIOASM U 3KUBOTHbLIM;

7. oTpuualoLLas ceMeiHble LEHHOCTU U hopMUpYIOLLas HEYBaXKEHNe K poauTensaM u (Unu) ApyruMm YneHam
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cemMbu;
8. onpasibiBatoLllad npoTnBonpaBHoOE NnoBeaeHne,
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepkaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopMaumn, pacnpocTpaHeHue KOTOPOM OrpaHWYeHO Cpeau [nOeTell onpedeneHHoro Bo3pacTa,
OTHOCKTCS:

1. Hopmauus, npeacTaBsnseMasi B Buae n3obpaxeHus unm onucaHus XecToKoCTu, omandeckoro n (unm)
NCUXMYECKOro Hacunus, NPECTYNNEHNSA UM MHOTO aHTUOOLLLECTBEHHOIO AECTBIS;

2. Bbi3blBalOWAsa y AeTen CTpax, yKac unv naHwuky, B T.4. NpeAcTaBnseMas B BuOe U300paxeHus unu
OMMCaHNMA B YHWXKaloLWeEen 4enoBeyeckoe [OCTOMHCTBO (POpPME HEeHacuUnbCTBEHHOW cMepTu, 3abonesBaHus,
caMoyBuIncTBa, HeCHacTHOro criydasi, aBapuv Unm KatacTpodbl 1 (Mnn) X NocneacTemn;

3. npegcraendemass B BMAE W30DpPaXEHUS UMM ONUCAHUSA MOJIOBbIX OTHOLUEHUA MEXAY MYXXYMHON U
>KEHLLMHOMN;

4. copgepkallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONMT obecnevnTb NHAOPMaLMOHHYO 6e30MacHOCTb BalnX AeTeNn.

O6Lwwme npaBuna Ans pogutenemn

1. He3aBucmmo o1 Bo3pacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoiliee punbTpoBaTb
N KOHTpPONMpoBaTb UHOPMaLMIO, HO HE MoNaravTechb NOMHOCTBLIO Ha Hero. Balle BHUMaHWe K pebeHKy - rMaBHbIN
MeTOA 3aLLUMIThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM M3 coumarnbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMaTENbHO N3y4YnTE, Kakyto MHOPMaLMIO NMOMELLAIOT ero Y4aCTHUKM B CBOMX NPOMunsax u
6rorax, Bknoyas chotorpadum 1 Buaeo.

3. lNpoBepbTe, C KakMMM APYrMMU canTamu CBSi3aH coumanbHbii cepBuc Bawero pebeHka. CTpaHuuku
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIIKN Ha HeXXenaTenbHble 1 ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNN CaNT, Ha KOTOPOM ApYr YNOMWHAET HOMepP COTOBOro TenedoHa Bawero pebeHka unm
Baw pomaluHun agpec)

4. MoolpsaiTe Balwmnx aeTel coobliate 060 BCEM CTPaHHOM UMW OTTamNKUBAIOLWIEM U HE CIULIKOM OCTPO
pearupyinTe, Korga oHu 3TO AenatoT (U3-3a onaceHuss NoTepsATb OOCTYN K VIHTEPHETY AETU He FOBOPSAT poaUTENsSM
0 npobremax, a Takke MOryT Ha4yaTb UCMoNb3oBaTb VIHTEpHET BHe JoMa U LLKOSbI).

5. BygbTe B Kypce ceTeBoM xu13HM Bawero pebeHka. IHTepecynTech, KTO nx Apy3bs B VIHTEPHET Tak Xe, Kak
WHTEepecyeTech pearbHbIMU OPY3bAMMN.

Bo3spacTt ot 7 go 8 net

B NHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ UMW WHble CaWiTbl, 8 BO3MOXHO M 4aTbl, paspelleHne Ha
nocelleHne KOTOPbIX OH He nonyyun Gbl OT poauTenen. [oatomy poauTensm ocobeHHO nonesHbl OyayT Te
OTYeTbl, KOTOpble MpPefoCTaBnAlTCA MporpaMMaMy NO  OrpaHuMYeHuo  ucronb3oBaHus WHTepHeTta, T.e.
PoanTtenbCckmin KOHTPONb UK TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX darinax. B pesynbrate, y pebeHka He
OygeT owyLlleHns, YTO 3a HUM BeOeTCH MOCTOSHHbBIA KOHTPOMb, OAHAKO, poauTenu bygoyT no-npexHemy 3HaTb,
Kakme caunTbl nocewaet ux pebeHok. [leTm B gaHHOM Bo3pacTe obnagatT CUMbHbIM YYBCTBOM CEMbM, OHM
OOBEPYMBLI U HE COMHeBalTCs B aBTopuTeTtax. OHu nobAT urpaTb B CeTeBble WUrpbl M NyTeWeCcTBOBAaTb MO
UHTepHeTy, NCnonb3ysi SNEeKTPOHHYIO MOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENAMMN.

KOHcyanaHTI'Imoc www.consultant.ru CtpaHuua 12 n3 15

HageXHas npaBoBas noaaepxkka


http://www.consultant.ru/
http://www.consultant.ru/

<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToamyecknMy pekomeHgaumusamum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHust: 25.05.2018

CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cospgarite cnucok AOMalLHMX npaBun nocelleHuss WHTepHeTa npu yyactum geterd u Tpebyinte ero
BbINOMHEHWS.

2. TpebywiTte ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXAeHUs 3a KOMMboTepoMm. Mokaxnte
pebeHky, 4to Bbl HabniogaeTe 3a HUM He NoToMy 4YTO Bam aTo xoueTcs, a noTomy 4to Bbl Gecnokontecb O ero
6e3onacHoOCTU 1 BCeraa rotoBbl €My NMOMOYb.

3. KomnbloTep ¢ nogkntoyeHnem k VIHTepHeTy JOMmKeH HaxogouTbCa B obLieri KOMHaTe nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpenctea 6J'IOKI/IpOBaHVI$| HeXenaTteNbHOro KOHTeHTa KakK OonoJiHeHne K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOIJIO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecneveHus.

8. Mpuyunte geten coBeToBaTbCA ¢ Bamu nepen onybnvkoBaHvem Kakon-nnbo vHgopmMauum cpeacreamm
3NEKTPOHHON MOYTbI, YAaTOB, PErMCTPALMOHHBIX (OOpM 1 Npodunen.

9. Hayunte pgeten He 3arpyxaTtb (hannbl, nporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTM UCNOMb30BaTh CNYX0Obl MTHOBEHHOrO 0O6MeHa CoobLLEHNAMM.

11. B "Genbin" CNMCOK CaWTOB, paspeLleHHbIX ANs MOCeLeHns, BHOCMTE TOMbKO CaWTbl C XOPOLUEN
penyTauuen.

12. He 3abbiBaviTe 6ecenoBaTtb ¢ eTbMu 06 Mx Apy3bsix B MIHTepHeTe, Kak ecnv Obl peyb Wwna o apysbsax B
pearibHOWN >XU3HW.

13. He penavite "taby" n3 BONpoCcoOB NOSIOBOW XWU3HW, TaK kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpaduio unm canTsl "gns B3pocnbix”.

14. Mpuyuute Bawero pebeHka cooblaTe Bam O niobbiX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBLIMW W HanoMHWUTe OeTsM, YTO OHM B 6e30nacHoCTW, ecrnm camu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BospacT geteit ot 9 4o 12 net

B paHHOM BoO3pacTe OeTu, Kak MpaBumo, yXe HacrnblwaHbl O TOM, Kakas WHdopMauus cyulecTByeT B
MHTepHeTe. COBEPLUEHHO HOPMAIribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, yChbiwaTtb. [py 3TOM HYXHO
MOMHWUTb, YTO OOCTYNM K HEeXenaTernbHbIM MaTtepuanaMm MOXHO Ferko 3abrnokvMpoBaTb MNPy MOMOLLM CPeacTB
Poantenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHus WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXoXOEHNS 3a KOMMbIOTEPOM.

3. Habnwopgante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaXMTe emy, 4To Bbl Gecnokontecb o ero
6e30nacHOCTM 1 Bceraa rotToBbl OkazaTb €My MOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKVIpOBaHVIF| HeXenaTeNbHOro KOHTEeHTa KaK OOonoJiHeHMe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaviTe npvHMMaTb HEMOCPEACTBEHHOE ydacTue B XU3HW pebeHka, 6ecegoBaTb ¢ AeTbMU 00 MX
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HUKOrA4A He cornallanuch Ha NMYHble BCTPEYM C Apy3bsMu Mo VIHTepHeTY.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MpuyunTte geten HUKOrga He BblAaBaTb MNNYHYI0 MHAOPMALMIO CpeacTBaMMn SMEKTPOHHON MOYThbl, YaToB,
CMCTEM MrHOBEHHOro obMeHa COOBLLEHNAMN, PerncTpaumMoHHbIX PopM, NMYHBIX Npoduen n Npu perucTpaunm Ha
KOHKypCbl B VIHTepHeTe.

10. Mpuyunte OeTen He 3arpyxaTb nporpammbl 6e3 Balwero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3vTb BUPYCbI UM APYroe HexenaTtenbHoe nporpammHoe oGecrneyveHue.

11. Cosgante Bawemy pebeHKy orpaHMYeHHYH0 YY4eTHYIO 3anuch Anst paboTbl Ha KOMMNbIOTEPE.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MobbIX Yrpo3ax U Tpeeorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHute getam, 4To oHM B 6e30nacHOCTU, ecrnv caMu pacckasarnv Bam O CBOMX TPeBOrax 1 onaceHusix.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPeAOCTaBsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
y6eaunucb, YTo OHKU He OOLLAOTCA C HE3HAKOMLLaMM.

15. O6bsACHUTE OEeTAM, YTO HEnb3s MCNOoMb3oBaTh CETb AN XYNUraHCTBa, PacnpoCTPaHEHNUs CNeTeH unu
yrpos.

BospacT netewn ot 13 o 17 net

B atom BO3pacTe NoApOCTKM aKTUBHO MUCMOJIb3YHOT MOUCKOBbIE MaLUWHbI, NOJIb3YHOTCA 3ﬂeKTp0HHOVl NnoYToNn,
Cﬂy>K6aMVI MrHOBEHHOro obMeHa COOOLEeHUsMKN, cKavymBatoT MY3bIKY U (bVIJ'IbeI. Manb4nkam B 3TOM Bo3pacTe
bonblie no HpaBy CMeTaTb BCe€ OrpaHunyvYeHud, OHU XaxayT rpy6oro tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTaroT obwaTbca B vaTax, npn 3TOM OHWU Tropasgo bonee HYyBCTBUTEJIbHbI K
CeKkcCyalibHbIM gOoMOraTesibCTsam B MHTepHeTe.

3avacTyo B J@aHHOM BO3pacTe POAUTENSM YKe BECbMa CITOXHO KOHTPONMPOBATb CBOMX AETEN, Tak Kak 0b
VIHTepHETE OHW YyKe 3HAKT 3HaAUMTENbHO Gonblle CBOMX poauTenen. Tem He MeHee, He OTnyckawTe AeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecb akTMBHO y4acTBOBaTh B 06LeHUN pebeHka B VIHTepHeTe.

BaxHo no-npexHeMy cTporo cobntogatbe npasuna WHTepHeT-6e30mMacHOCTM - COrnalleHne  Mexay
poauTenamn n getbMu. Kpome Toro, Heob6XoOuMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbHI O OEATENbHOCTU
neten B VHTepHeTe. CnegyeT obpatvTb BHMMaHMe Ha HeOOXOOMMOCTb COAEPXaHUS POLUTENbCKUX Naporen
(naponer agMMHUCTPaTOPOB) B CTPOrOM CEKpeTe M 06paTnTb BHUMaHNE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTe cCnucok OoOMalUHWMX MNpaBun noceweHnsa VHTepHeTa npu ydacTum MOgpOCTKOB M TpebynTe
6e3ycnoBHOro ero BbinonHeHnsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHblin cnmcok”), Yachl
paboTbl B IHTEpHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTEpHETE (B TOM Ynche B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTn NHTEPHET AOMMKEH HaxXoanTbCs B OOLL e KOMHaTe.

3. He 3abbiBante OecepoBaTb C AeTbMM 00 uX Opy3bsix B WIHTEpHeTe, O TOM, YEM OHM 3aHSTbl TaKNM
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obpasom, ByaTo pedb uaeT 0 Apy3bax B peanbHOM XusHu. CnpalumBanTe o NoasX, C KOTopbiMy AeTu obLuatoTes
nocpeacTBoM CNy6 MrHOBEHHOro o6MeHa coobLeHaAMK, YTOBbl y6eauTbes, YTO 3TW MAN UM 3HAKOMbI.

4. Wcnonb3ynte cpeactsa ONokMpoBaHWUs HexenaTenbHOro KOHTEHTa Kak [OMOSfIHEHWE K CTaHO4apTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytoTca Bawwn pgetn. [Moowpsnte wncnonb3oBaHue
MOLEepUpyeMbIX YaTOB M HacTauBanTe, YToObl 4eTu He obLLanucb B MPUBATHOM peXxume.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrA4A HE BCTPEYanuchb NIUYHO € Apy3bsaMu U3 ceTu VIHTepHeT.

7. Mpuyunte geTelrt He BblgaBaTb CBOK JIMYHYH WMHGOpPMaUMO cpeacTBamu 3NEKTPOHHOW MOYTbI, 4aToB,
CUCTEM MrHOBEHHOro obmeHa coobLLEHNSMIN, PErnCTPaLMOHHBLIX POPM, NIMYHBIX NPOdUIEN U NPU perncTpaunmn Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHve.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHute getam, 4To OHM B Ges3onacHOCTM, ecnu camu pacckasanum BaM, O CBOMX Yrposax Wnu TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. lMomormte MM 3awmtuTbcs OT cnama. Hayuute
MOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 3JNEeKTPOHHOrO afgpeca, He oOTBevaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CreunanbHble MOYToBble (PUNbTPbI.

11. Mpuy4ynte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTOpble NoceLlatT NOAPOCTKN.

12. Hayuute geTei yBaxaTtb OpPYrux B MHTEpHeTe. Y6eanTech, YTO OHU 3HAKT O TOM, YTO MpaBuiia XopoLUero
noBeAeHWs AeNCTBYIOT Be3fe - AaXe B BUPTYanbHOM MUpE.

13. OObsAcHWTE p[geTaMm, 4YTO HWM B KOEM crnydae Henb3s ucnonb3oBatb CeTb AN XyNUraHcTea,
pacnpoCcTpaHeHns CNeTeH Unn yrpo3 Apyrum NIOLsM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UIPbl COrMAcHO 3aKOoHY.

lMocTosHHO KOHTponupynTe ucnonb3osaHne NHTepHeTa Bawwnm pebeHkom! OTO He HapylleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.
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