HNuadbopmManmnoHHaA MaMATKA /IS O0yJaIONNXC I pa3sMelleHuA Ha
opunuanbHbix THTEpHET-pecypcax

C Kax/pIM TOZOM MOJIOJIEXKH B WUHTEPHETE CTAHOBUTCA OOJIbIIE, a MIKOJBHUKU - OJIHU U3
caMbIX AKTHUBHBIX IOJIb30BaTesiell PyHera. Mexy TeM, MOMHUMO OTPOMHOIO KOJIHUYECTBA
BO3MOKHOCTeH, MHTepHET HeceT U Ipo0sieMbl. JTa aMATKa J0J)KHA IOMOYb Tebe 6e3011acHo
HaXOJIUTHCA B CETU.

KoMmnbroTepHbIE BUPYCHI

KoMIpIOTEpHBIN BUPYC - 3TO PA3HOBUIHOCTh KOMIBIOTEPHBIX MPOTPAMM, OTIMYUTETHLHON
0COOEHHOCTBI0O KOTOPOH SIBJIAETCS CHOCOOHOCTh K Pa3MHOXKEHUIO. B JI0mosHEeHUE K 3TOMY,
BUDPYCHl MOTYT TIOBPEAUTh WJIM IIOJHOCTBIO VHUYTOXKUTh Bce Gaiyibl W JaHHbIE,
TIOJIKOHTPOJIbHBIE II0JIb30BATENII0, OT HMMEHU KOTOpOro ObLla 3alylleHa 3apaK€HHast
IPOrpaMMa, a TakyKe IMOBPEAUTh WIH JaXKe YHUUTOKUTD OIEPAIIMOHHYI0 CHCTEMY CO BCEMU
daitsamu B 11es10M. B G0JIBIIMHCTBE CTyyaeB PacpOCTPAHSIOTCS BUPYCHI Uepe3 NHTEPHET.

MeTOg!I)I 3alIUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. HMcnonwp3yil cOBpeMeHHble OIlepAllMOHHBIE CHUCTEMBI, HUMeEIOIINEe CEPbE3HBIM YPOBEHBb
3aIIUTHI OT BPEJIOHOCHBIX IPOTPAMM;

2. IlocrosHHO YycTaHaBiuBail mauyTu (IUpPOBBIE B3aIUIATKH, KOTOpPbIE ABTOMATHUYECKH
YCTAHABJIMBAIOTCSA C I[EJbI0 JOPaOTKH MPOTPAaMMbI) U JApyrue OOHOBJIEHUS CBOEH
oreparuoHHoN cucreMbl. CKauMBall UX TOJIBKO ¢ opUIHaIbHOTO canta pazpaborumka OC.
Ecsn cymiecTByeT peskUM aBTOMAaTHYeCKOT0 0OHOBJIEHN S, BKJIIOUU €ro;

3. Paborail Ha cBOEM KOMITBIOTEPE IO/ ITPABAMHU I10JIb30BATENSA, a HE 3JIMUHHUCTPATOPA. DTO
HE TIO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTPAMM HMHCTJUIMPOBATHCA HA TBOEM
IEPCOHATTBHOM KOMITBIOTEDPE;

4. Vcnonp3yil aHTUBUPYCHBIE NPOTPAMMHBIE IPOAYKTHl U3BECTHBIX IIPOU3BOAUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHUEM 0a3;

5. Orpanuub GU3NYECKUU JOCTYI K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUII;

6. Vcnosip3yil BHeNIHUE HOCUTEIN WHpOpManuu, Takue Kak ¢uelika, JUCK Wi ¢paili us
WHTEPHETA, TOJIbKO U3 IPO(epeHHbIX UCTOUYHUKOB;

7. He OTKpBIBail KOMIIbIOTEPHBIE (DaIbI, ITOJydeHHbIE U3 HEHAJIEKHBIX UCTOUHUKOB. [laxke
Te (paiiyIbl, KOTOpPbIe MPUCIAT TBOU 3HAKOMBIU. JIydllle yTOUHH y HETO, OTIIPABJIAII JIU OH Tebe
UX.

Ceru WI-FI

Wi-Fi - 570 He BUJ| Iepe/launl IAaHHBIX, HE TEXHOJIOTHA, a BCETO JIUIIbL OpeH/, Mapka. Eine B
1991 roAy HUAepJaH/cKas KOMIaHus 3apervucrpupoBana opens; « WECA», yTo o603HauaIo
coBocouetanue « Wireless Fidelity», koTopblil mepeBoguTCs Kak «0eCIIpoBOIHASI TOUHOCTDY.

Jlo Halero BpeMeHHW Joluia JApyras ab0peBuartypa, KOTOpas SBJISETCA TaKOU JKe
TexHoJiorueli. Ato aboOpeBmarypa «Wi-Fi». Takoe HaszBaHMe OBLIO JJaHO C HAMEKOM Ha
CTaHAAPT BBICIINH 3ByKOBOI TexHUKU Hi-Fi, 4TO B mepeBo/ie 03HaYaeT «BbICOKAS TOUHOCTH>.




Jla, OecrtaTHBI WHTEPHET-AOCTYNI B Kade, OTEJsAX U a’pomopTax sIBIASAETCA OTIHYHOU
BO3MOXKHOCTBIO BBIXOJ/Ia B MHTepHET. HO MHOTHE BKCIIEPTHI CUUTAIOT, UTO OOIIEIOCTYITHBIE
Wi-Fi ceTu He aBjigoTca 6e30mMaCHBIMMU.

CoseTsl 10 6e30macHOCTH paboTe B 00IIEeIOCTYIIHLIX ceTsaXx Wi-fi:

1. He mepegaBaii cBow JudHyio nHGopManuoo yepes obmemoctynubie Wi-Fi cetu. Paboras B
HUX, JKeJIaTeJIbHO He BBOJAUTD ITAPOJIH JIOCTYIIA, IOTHHBI U KaKHe-TO HOMepa;

2. HMcnosp3yih U OOHOBJIA aHTHBHPYCHBIE MporpaMMbl W OpaHaMayep. TeM camMbIM ThbI
obe3ormacuIb cebs OT 3aKauyK{ BHPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu wucnonw3oBanuu Wi-Fi otxmoun ¢yakmuio «OO0muid goctyn K daiaaMm u
npuHTepaM». JlaHHaA QYHKIHA 3aKPhITA IO YMOJTYAHUIO, OJTHAKO HEKOTOPBIE TT0JIb30BATEN
aKTUBHUPYIOT €€ IS yZI00CTBA HCIIOJIb30BaHUA B paboTe min yueode;

4. He ucnionpayit myomunsiit WI-FI 1 nepesiauu JIMYHBIX JAHHBIX, HAIPUMED JJI BBIX0/1A
B COIJMAJIbHBIE CETU WU B 3JIEKTPOHHYIO IIOYTY;

5. Mcrosp3yi#t ToibKO 3amuineHHoe coequHenne yepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-a/ipeca BBoAU UMeHHO «https://»;

6. B mobmibHOM Tenedone oTkaoun GyHKuio «Ilogkmouenue k Wi-Fi aBTromarmyecku».
He pomyckaii aBTOMaTHYECKOTO IOAKJIIOUEHUsl ycTpolcTBa K cersim Wi-Fi 6e3 TBoero
COIJIaCHA.

ConuasibHbIE CETU

ConpaspHble CETU aKTUBHO BXOJSAT B HAIILy >KU3Hb, MHOTHE JIIOJIM PA0OOTAIOT U KUBYT TaM
OCTOSTHHO, a B Facebook y»ke 3aperucrpupoBaH MUJLIHAD], YETOBEK, UTO SBJISETCA OJHOU
ceIbMOU BCeX KHUTeJed IutaHeThl. MHOTHE MOJIb30BaTeNN HE TTOHUMAIOT, YTO WH(opMarus,
pasMellieHHass UMH B COIIMAJIbHBIX CETAX, MOKET ObITh HaliZleHa U UCI0JIb30BaHa KEM YTOJTHO,
B TOM 4HcJIe He 00A3aTeIbHO ¢ 6J1arMMU HaMepeHUMH.

OCHOBHBIE COBETHI 10 O€30I1aCHOCTH B COITHMAJIbHBIX CETAX:

1. OrpaHuyYb CIIMCOK /Ipy3el. Y Tebs B py3bAX HE JOJIKHO OBITh CJIydallHBIX U HE3HAKOMBIX
JIIOZIEN;

2. 3amuinai cBoI YacTHYIO »KU3Hb. He ykaspiBall maposiu, TesedOHBI, afpeca, JaTy TBOETO
POXKIEHUA U APYTYIO JIMYHYI0 WHpOpMaNuio. 3JI0YMBIIIIJIEHHUKA MOTYT UCIIOJIb30BaTh JlaKe
MHOOPMAIIHIO O TOM, KaK Thl U TBOU POAUTEIH IJIAHUPYeTe IPOBECTU KAHUKYJIbI;

3. 3amuInai CBOIO PEIyTalHIo - IEPKU €€ B UHCTOTE U 3a/jaBail cebe BOIIPOC: XOTeJT ObI ThI,
4TOOBI APYTHE II0JIb30BATEIN BUIEJIH, UTO ThI 3arpyskaemrs? [logymari, mpexse 4emM UTO-TO
omy0JINKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecau THI TOBOPHIIIB C JIIOABMU, KOTOPBIX HE 3HAEIb, HE UCIOJIb3YU CBOE peaIbHOe UM U
ZIPYTYIO TUUHYI0 HHPOpMAIU: UM, MECTO KUTEJIbCTBA, MECTO YUeObl U IIpoUee;

5. W36erait pazmenienusa dororpaduil B IHTEpHeTe, I7ie Thl U300pa’keH Ha MECTHOCTH, I10
KOTOPOX MOXKHO OIIpeZIeTUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrpanuu B COIMAIHLHON CETH HEOOXOAUMO HCIIOJIb30BATh CJIOJKHBIE ITAPOJIH,
cocrosIye n3 6ykB 1 udp ¥ ¢ KOJITMIECTBOM 3HAKOB He MeHee 8;




7. Il conuasibHOU CETH, MOYThI U JAPYTHUX CAUTOB HEOOXOJMMO WCIIOJIb30BAaTh Pa3HbIE
maposii. Torma ecim TebsT B3JIOMAOT, TO 3JIOYMBINIEHHUKH IIOJy4YaT JOCTYI TOJIBKO K
OTHOMY MECTY, a He BO BCE Cpaay.

BﬂeKTpOHHI)Ie JE€HbI'

DJIeKTPOHHBIE JIEHBIM — 5TO OYE€Hb Y/IOOHBIM crmocob IuIaTeXkel, OJIHAKO CYyIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYIUTh 3TH JEHBTH.

SHGKTpOHHI)Ie A€HbI' IIOABHJIMCb COBCEM HEOAABHO WM HMEHHO HM3-3a 9TOI'O BO MHOTI'HX
TOCyaAapCTBax 0 CUX IIOP HE IIPOIIMCAHO IIPO HUX B 3aKOHAaX.

B Poccum xe oHU QYHKITUOHUPYIOT U O HUX Y?Ke IIPOIMMCAHO B 3aKOHE, I7e UX Pa3/AesIsaoT Ha
HECKOJIPKO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIe. Pa3HuUIIa B TOM, UTO aHOHHUMHBIE - 3TO Te,
B KOTODBIX pa3pelraeTcsi IPOBOAUTH omepanuu 0e3 uieHTHUKAIUU I0JIb30BaTeNsA, A B
HEaHOHUMHBIX U/IEHTU(UKAIIUY T0JIb30BaTEJIA SBJIAETCA 003aTETLHOM.

Taxke cienyeT pas3jadyaTh SJIEKTPOHHBIE (HUATHBIE JeHBI'H (pPaBHBI TOCY/IAPCTBEHHBIM
BJIIOTAaM) U 3JIEKTPOHHBIE He(pHUATHBIE IEHbI'Y (He PaBHBI TOCY/IaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 Oe30I1acHOMI [236OT€ C SJICKTPDOHHBIMU JEHbI'aMM.

1. I[IpuBsoxku Kk cuery MOOWIBHBINA TesieOH. DTO caMbld YAOOHBIA U OBICTPHIA CHOCOO
BOCCTAHOBUTDH JOCTYNl K cueTy. [IpuBs3aHHBIN TeseOH MMOMOXKET, ecu 3a0yzellb CBOU
IUIATEXKHBIU ApOJIb UJIX 3alelh HAa CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnone3yér omHOpa3oBble maposu. Ilocie mepexosa Ha YCHUJIEHHYIO aBTOpPHU3AlUI0 Tebe
y>Ke He Oy/IeT yrpoXKaTh OIMMACHOCTh KPAXKH WJIM IIEPEXBAaTa IJIATEXKHOTO MapOJIs;

3. Beibepu ciioxkHBIN 1aposb. [IpecTynmHuKaM OyleT He IMPOCTO YrajaTh CJIOXKHBIN IapoJIb.
HapexxHple maposii — 3TO MapoJId, KOTOPhIE COAEPIKAT HEe MeHee 8 3HAKOB M BKJIIOYAIOT B
cebs CTpOYHBIE W TPOITHCHBIE OYKBBI, (Pl U HECKOJIbKO CHMBOJIOB, TaKWe KaK 3HAK
Jlojnapa, GyHTa, BOCKIUIATEIbHBIN 3HaK U T.I. Hanpumep, StROng!;;

4. He BBOZIM cBOM JIMUHBIE JAaHHBIE HA CAWITaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAsA OYTa

OJIeKTPOHHAA MOYTAa — 3TO TEXHOJIOTUA U IPEOCTaBJiseMble el0 YCIYTd IO Ilepechlike U
MIOJIyYEeHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOpPble PaCIpe/lessAioTCs B KOMIBIOTEDHO! CETH.
OOBIYHO  BJIEKTPOHHBIM  TOYTOBBIM  SAMIUK  BBITJISIIUT — CJIEAYIOMIMM  00pa3om:
VMs_II0JIb30BaTENIA@UMS_JIOMeHa. Taxkke Kpome Iepegayd MPOCTOTO TEKCTa, UMEeEeTCs
BO3MOKHOCTb IepeiaBaTh (Haibl.

OcHOBHBIE COBETHI I10 Oe30nacHOM paboTe ¢ 3JIEKTPOHHOH IIOUTOM:

1. Hayjo BbIOpaTh NMpaBUIbHBIN TOYTOBBIN cepBUC. B MHTepHETe eCTh OTrPOMHBIN BBIOOD
OecIIaTHBIX ITOYTOBBIX CEPBUCOB, OTHAKO JIYUIIle JIOBEPATH TEM, KOTO 3HAEIIh U KTO IEPBbIU
B PEUTUHTE;

2. He ykaspiBail B JIMYHOU moO4UTe JUUHYyI0 uHopmaruio. Hampumep, jydine BbIOpaTh
«My3BbIKAJIbHBIN_(paHaT@» WJIN «POK2013» BMeCTO «TeMal3»;

3. Hcmonp3yil AByXaTAMHYI0 aBTOPU3AIUI0. DTO KOT/Ia TIOMUMO MapoJisi HY?KHO BBOJUTH KO,
npucblIaeMblii mo SMS;




4. BpiOepu CJIOKHBIN MMaposb. I KaXkAOTO IIOYTOBOTO SAIMUKA JOJIKEH OBITH CBOU
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY HapOJIb;

5. Eciu ecTh BO3MOXKHOCTH HANKUCATh CAMOMY CBOUM JIMUHBIM BOMIPOC, UCHOJIB3YU ITY
BO3MOXKHOCTb;

6. Ucmonp3yll HECKOJIbKO TIIOYTOBBIX SIMUKOB. I[lepBbIM /i YACTHOW IE€PENUCKU C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. DTO JEKTPOHHBIHN aJipec HE HA/I0 UCIOJIb30BATh IIPHU
perucrpanuy Ha ¢popyMax U canTax;

7. He oTKpbIBail aiyibl U [pyTHe BJIOKEHUS B MMHCHbMAax JIaKe €CJTM OHU MPUIIIA OT TBOHX
Zipy3ei. JIydiie yTOuHH y HUX, OTIIPABJISJIN JIU OHU TeOe 3TU Paiibl;

8. ITocsie okoHUaHUS pabOTHI HA IOUYTOBOM CEPBUCE MepPe] 3aKPhITHEM BKJIAJIKA C CAHTOM He
3a0y/1b Ha’KaTh Ha « BRIUTH».

KubepOysITUHT MIU BUPTYaJIbHOE U3/1€BAaTEIbCTBO

KubepOy/utTHHT — IpecyieioBaHuE COOOIEHUSAMH, COAEPIKAIIUMU OCKOPOJIEHHs, arPeCCHIO,
3alyTHMBaHKe; XYJIHUTAHCTBO; COIMAJIbHOE OOHKOTHpPOBaHHWE C TIOMOIIBIO PA3JIUYHBIX
UHTEPHET-CEPBUCOB.

OCHOBHbBI€E COBETHI 110 O0phbE ¢ KNOEePOYJIMHTOM

1. He 6pocaiics B 601i. Jlyummii ciocob: MocoBEeTOBAThHCSA KaK cebsl BECTH U, €CJIM HET TOTO, K
KOMYy MOXKHO OOpaTUTbCS, TO BHaudajie YCIOKOUThCA. ECIM Thl Ha4yHENIb OTBEYaTh
OCKOpOJIEHUSIMH Ha OCKOPOJIEHUSI, TO TOJIBKO €Ille O0JIbIIe PA30KIKeNh KOH(MJIUKT;

2. YpaBJisii cBoel KubeppemnyTaryei;

3. AHOHUMHOCTbP B CE€TU MHHUMAas. CYIJ_[eCTBYIOT CII0COOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJTUTAaHCKUN 00pa3 BUPTYaJIbHOU KU3HU. VIHTEpHET QUKCUPYET BCE TBOU
JIECTBUS U COXPAHAET UX. YIATUTh UX OyZieT KpaliHe 3aTpy/IHUTEIHHO;

5. CoOutto/1ali CBOM BUPTYaJIbHYIO YECTH CMOJIOAY;

6. UrHopupyli enuHUYHBIN HeratuB. OHOPA30BBIE OCKOPOUTENIPHBIE COOOIIEHUS JIydIlle
UrHopupoBaTh. OOBIYHO arpeccusi peKpallaeTcs Ha Ha4aJIbHOM CTainy;

7. ban arpeccopa. B mporpammax obmeHa MTIHOBEHHBIMH COOOIIEHUSMH, B COI[HMAJIbHBIX
CETSAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIpe/ieJIEHHBIX a/IPECOB;

8. Ecsiu ThI cBUzieTeNb KUOepOysinHra. TBOU /IeCTBUA: BBICTYIINTD IIPOTUB IIPECJIeioBaTels,
IIOKa3aTh €My, YTO €ro JEeNCTBUS OIeHUBAIOTCSA HETaTUBHO, MOJJEPKATh >KEPTBY, KOTOPOU
HY’KHA [ICUXO0JIOTUYECKas IIOMOIIb, COOOIITUTH B3POCIBIM O (haKTe arpecCUBHOTO MTOBE/IEHUS B
CeTH.

MobuibHbBIHN TEnehOH

CoBpemeHHbIe cMapTGhOHBI U IUIAHITIETHI COAEPKAT B ceOe BIOJTHE B3POCIbIA (QDYHKIIMOHA, U
Ternepb OHM MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KoMIIbloTepaMu. O/IHAKO, CpPEeJCTB
3aIUTHI JIJIS OO0OHBIX YCTPOUCTB ITOKA OUeHBb Majio. TecTHpoBaHME U IMMOUCK YSI3BUMOCTEHN B
HUX ITPOUCXOJUT He TaK MHTEHCUBHO, Kak s IIK, To ke camoe kacaeTcs M MOOWJIBHBIX
MIPUJIOKEHUH.




CoBpeMeHHbIe MOOWJIbHBIE Opay3ephbl yKe IIPAaKTUUECKU JOTHAJIH HACTOJIbHbIE aHaJIOTH,
OTHAKO pacmmpeHre (YHKIMOHAJIA BJeYeT 3a COO0OH OOJIBIIYIO CI0KHOCTh M MEHBIIIYIO
3alUIIEHHOCTb.

Jlajleko He Bce MPOUW3BOJUTENM BBIITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOININE KPUTHUUECKHE
YSI3BUMOCTH JJIsI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JUIA 0e30IIaCHOCTH MOOWILHOTO TesiedoHa:

1. Huuero He sABisercs II0-HaCTOAIIIEMY OecIIaTHBIM. By,[{b OCTOPOXKE€H, BEAb KOorJa Tebe
npeajararoT OecIIaTHbBIN KOHTEHT, B HEM MOT'YT OBITH CKPBITbI KaKHE-TO IIJIaATHbIC YCIIYT'H;

2. Jlymaii, mpesxze uem otnpaBuTh SMS, ¢hoTo wiu Buieo. Thl TOUHO 3HAEIITD, I7le OHU OyIyT B
KOHEYHOM UTOTEe?

3. Heo6xo1uM0o 0OHOBJIATH ONEPALIIOHHYIO CUCTEMY TBOEro cMapTdOHa;
4. ictionb3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOWJIBHBIX TeJlIe(hOHOB;

5. He 3arpy>1ca1‘/’1 IIPpUJIOKEHUA OT HEHU3BECTHOI'O HCTOYHHKA, BEAb OHU MOILYT COAEPKaTb
Bp€aAOHOCHOE IIpOrpaMMHO€E OGGCHG‘-ICHI/IC;

6. Ilocse TOro Kak Thl BBIWJIEIIb C caliTa, I/ie BBOAWI JUYHYIO HWH@OpMaIruio, 3ai/ii B
HaCTPOUKHU Opaysepa U yzaiu cookies;

7. llepuoguuecku NpoBepAl Kakue IJIaTHbIE YCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBoil HOMep MOOWIBHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIb U KOMY
JIOBepsiellb;

9. Bluetooth moskeH OBITH BHIKJIIOUEH, KOTZIa ThI UM He MOJIb3yellbes. He 3a0bIBail mHOTIA
IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHBbIe, 3axXBaThIBAIOIIHME pa3BJIEUeHUs],
00BEAUHSIONINE COTHH THICAY YEJIOBEK 110 BceMy MUPY. ITPOKH UCCIIEYIOT JAaHHBIA UM MUP,
OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSIOT 33JIJaHUSA, CPAKAIOTCA C MOHCTPAMHU U IOJIYYaoT
ONBIT. 32 YAOBOJIbCTBHE OHU IUIATAT: IOKYMAIOT JIUCK, OIUIAYMBAIOT aO0OHEMEHT WU
pUOOpEeTAIOT KaKKe-TO OIIUH.

Bce aTH cpesicTBa MAyT Ha MOJJIEp;KaHUE U PA3BUTHE UTPHI, a TaAK)Ke HA caMy 0e30ITacHOCTb:
COBEpPIIIEHCTBYIOTCSI CHCTEMBbI aBTOPHW3AI[UH, BBIMYCKAIOTCA HOBBIe maTtuu (I pPOBHIE
3aIJIaTKH JIJIS IPOTPAaMM ), 3aKPBIBAIOTCSA YSI3BUMOCTH CEPBEPOB.

B HOZLO6HBIX HUI'pax CTOHUT OIlaCaTbCA HE€ CTOJIPKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaXXH TBOETO
ImapoJid, Ha KOTOPOM OCHOBaHa CHMCTEMA aBTOPpU3alluH1 OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE€30IACHOCTH TBOET'O UTPOBOI'0 aKKAYHTA:

1. Ecotu ipyro#t UTpok BezeT cebst MI0X0 WIu co3/AaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CITHCKE UTPOKOB;

2. IMoxkasylica afMUHUCTpaTOpaM UTPBI Ha IIOXOe MOBeieHNe 3TOT0 UTPOKA, KesaTeJIbHO
MIPWIOKUTH KaKUe-TO JI0Ka3aTeIbCTBA B BU/Ie CKPHUHOB,




3. He yxasbiBaii inuHy0 nuH@opMaIuio B npodaiisie urpsi;
4. YBakall IpyTUX YYaCTHUKOB 110 UTDE;

5. He yctanaBiinBai HeopHUITHAIbHbBIE IATYHU U MOJIbI;

6. Mcnosp3yii c103KHBIE U PA3HBIE IAPOJIH;

7. Jlaxke BO BpeMs HIPhl He CTOUT OTKJIIOYaTh aHTUBUpYyC. [loka ThI urpaelb, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIINHT UJIN KpaXa JIMYHbIX JaHHbIX

OOBIYHOMI Kpamef/i A€HEer U JOKYMEHTOB CEerogHda y>KXe HUKOI'O HE YAUBHUIIlb, HO C Pa3BUTHEM
I/IHTepHeT-TeXHOJIOI‘I/Iﬁ 3JIOYMBIIIUVIEHHUKU II€EPEMECTU/INCh B HHTEPHET, W IIPOAOJIXKAIOT
3aHUMAThCA «JIIOOUMBIM » AEJIOM.

Tak mosBWJIAaCh HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBa WX (DUIIUHT, TJIaBHAS IIeJIb
KOTOPOTO COCTOUT B MOJIyYEHUH KOH(MUAEHIUATHHBIX IAHHBIX T0JIb30BaTENIed — JIOTHHOB U
naposieli. Ha anrmuiickom s3bike phishing umraercs kak ¢ummunr (ot fishing — pribHas
JIOBJISA, password — I1apoJib).

OcHOBHBIE COBETHI 110 60[21)66 C !l)I/IIHI/IHI‘OM:

1. Creziv 3a CBOMM aKKayHTOM. EciIu ThI MOZ103peBaelipb, UTo TBOS aHKEeTa ObLia B3JIOMaHa, TO
Heo0X0AMMO 3a0JIOKMPOBATH €€ U COOOIIUTD a/IMUHICTPATOPaM pecypca 00 3TOM KaK MOKHO
CKOpee;

2. Mcnonp3yil Oe3omacHble BeO-CAaWThl, B TOM YHCJI€, HHTEPHET-MAara3mHOB U IMOWCKOBBIX
CUCTEM;

3. Hcnosnp3y#l ciiokHBIE W pas3Hble maposi. Takum obpa3oM, eciu Tebs B3JOMAIOT, TO
3JI0YMBIIIUIEHHUKH TIOJIyYaT AOCTYI TOJBKO K OJTHOMY TBOEMY ITPO(]IJIIO B ceTHU, a He KO BCeM;

4. Ecin Tebsi B3/IOMaTH, TO HEOOXOAMMO IPEAYIPEAUTh BCEX CBOUX 3HAKOMbBIX, KOTOPBIE
JlobaByIeHBI y TeOSA B APY3bSAX, O TOM, UTO TeOS B3JIOMaI M, BOBMOKHO, OT TBOErO UMEHHU
OyZeT pacchLIaThCA CIIaM M CCHLJIKHM Ha (PUITMHTOBBIE CAUTHI;

5. YcranoBu HajieskHbIN 11aposib (PIN) Ha MOOGMIBHBIN TeedOoH;
6. OTKIIOUH cOXpaHEeHUe MMapoJis B Opays3epe;

7. He oTKpbIBal halyibl U APYTHUeE BJIOKEHUS B MHUChMax Jia)ke eCJIM OHU IPUIIIH OT TBOUX
Zipy3eii. JIydiie yTOuHH y HUX, OTIIPABJISIN JIK OHU TeOe 3TU (haiiibl.

[udposas penyranus

[MudpoBas pemyranus - 3TO HeraTWBHas WM MO3UTHBHAasA WH@opMamus B ceTu O Tebe.
Kommpomerupyrtomas nadopmanus pa3MelieHHas B UHTEPHETE MOXKET CEPhe3HBIM 00pa3oM
OTpPa3uThbCAd HA TBOEW peasibHOU »ku3HU. «l[udpoBas pemyramusa» - 3TO TBOM UMUK,
KOTOPBIX (popmupyeTtcst u3 "HGOpMAaIuHU o0 TeOe B HHTEPHETE.

TBoe mecTo KHUTEJIbCTBA, yqe6b1, TBOE (I)I/IHaHCOBOG II0JIOKEHHE, 0COOEHHOCTHU XapakKTepa u
pacCKa3bl O OJIM3KHUX - BCE TO HAKAIIJINBAETCA B CETH.




MHorre TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K ITyOJTMKAIUM JIMYHOW WHMOpMAaIuud B
HNuTepHeTe, He MOHUMAasi BO3MOKHBIX ITOCIeACTBUUA. ThI Jja’ke He CMOJXKEIb J0TaaThCs O
TOM, 4TO poTOrpacdus, pa3MellleHHas 5 JIeT Ha3a/l, CTajla IPUYNHON OTKa3a MPUHATH TeOs Ha

pabory.

KommeHnTapuu, pasdmernienue TBoux dororpaduili u Apyrvue AeHCTBUS MOTYT He HUCUE3HYTh
JlaXke TI0CJIe TOro, KaK Thl UX yAaiauilb. Thl He 3Haellb, KTO COXPAaHWI 3Ty HH(OpMAaIHUIO,
II0TIaJIa JIM OHA B IOWCKOBBIE CUCTEMBI U COXPAHWIACH JIU OHA, a IJIABHOE: YTO MOAYMAIOT O
Tebe OKpy:Kalolllee JIIOAU, KOTOpble HAWIyT U YBUAAT 5T0. Halitu nHopManuio MHOTO JieT
CILyCTSI CMOXKeT JII000H - Kak U3 JOOPBIX MOOYK/IEHUH, TaK U C HAMepPeHUEM IPUUYNHUTD BPE.
ITO MOKET OBITh KTO YTOZHO.

OCHOBHBIE COBETHI 110 3alinTe !!Hgl)[!OBOﬁ PEIMyTAIIWM

1. ITogymaii, mpesk/ie 4yeM UTO-TO IIyOJIMKOBAaTh U IiepenaBaTh y cebs B OJiore wiu B
COIIMAJIBHOM CETH;

2. B Hacrpoiikax nmpoduis yCcTaHOBU OTPaHHYEHHsA HA MMPOCMOTDP TBOEro HMpOUJIs U €ero
COJIEP’KUMOTO, CZleJIall €ro TOJIBKO «JJIsl IPYy3€ei»;

3. He pazmemaii u He yka3bpIiBail HHQOpPMAINIO, KOTOPAas MOKET KOTO-JIH0O0 OCKOPOJIATDH WU
O0OMIKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIe IIKOJbHUKHN- aKTHUBHBIE MOJIb30BaTeIn LIU(PPOBOTO IpocTpaHcTBa. OpHAKO
JlaJIeK0O He BCe 3HAKT, YTO II0JIb30BaHHWE MHOTHMMH BO3MOKHOCTAMH IH(POBOro Mupa
TpebyeT coOII0IeHNs TPAaB HA UHTEJUIEKTYAJIBbHYI0 COOCTBEHHOCTb.

TepMHUH «HWHTEJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCA K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HA4YMHAsA C HOBBIX W300peTeHHH ¥ 3HAKOB, O0O3HAYAIOIIUX
COOCTBEHHOCTh HA TMPOAYKTHI W YCJIYTM , W 3aKaHUYWBasg KHHUTamMU, ¢ororpaduamu,
KUHOQUWIbMaMU U My3bIKaJIbHBIMU IPOU3BEJEHUSAMU.

ABTOpCKHE TpaBa - 5TO IIpaBa HAa WHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb Ha IPOU3BEEHUSA
HAyKH, JINTEpATyphbl U UCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KauyeCTBE TapAaHTUU TOTO,
YTO WHTEJUIEKTYaJIbHBIM/TBOPUECKUN TpyJT aBTOpa He OyAeT HampacHbIM, [acT eMy
CIIpaBeJ/IiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3yJsbTaTaX CBOEro TpYZAa, IOJIYYUTh
M3BECTHOCTh U Npu3HaHue. HukTo 6e3 paspelieHusa aBTopa He MOXKET BOCIPOU3BOJUTH €r0
IIpOM3Be/IeHUE, PACIIPOCTPAHATD, IyOJIUYHO JEMOHCTPUPOBATh, IIPOiaBaTh, UMIIOPTUPOBATH,
IIyCKaTh B IPOKAT, ITyOJIMYHO UCIOJHATH, IOKA3bIBaTh/UCIIOJHATH B 3¢Upe WIN pa3MelaTh
B lIHTepHeTe.

Hcnonb3oBanue «IIUPATCKOro» IMpOorpaMMHOIO obecrieueHUsA MOIKET IIPUBECTH K MHOTHUM
PUCKaM: OT IIOTEPH AJAaHHBIX K TBOUM aKKAayYHTaM A0 6JIOKI/IpOBI{I/I TBOEIro YCTpOfICTBa, rae
YCTaHOBﬂeHHBIﬁ He JIeraJIbHad IIporpaMmMa. He croutr Takxke 3a6I)IBaTb, YTO CyHIECTBYET
JierajibHble 1 OecIlyIaTHbIe IIporpaMmbl, KOTOPpbI€ MOKHO HalTHU B CETH.

O nmoprasne

CereBU4oK.pd - TBOU IVIaBHBIM COBETYMK B CETHU. 37eCh Thl MOXKEINIb Y3HATh O
0e30IMacHOCTH B CETH TIIOHATHBIM H JIOCTYIIHBIM S3BIKOM, a IIPU BO3HHUKHOBEHUU
KPUTHUYECKON CUTYyaI[UH OOPaTUTHCA 32 COBETOM. A Tak)Ke IPUHATDH y4acTHe B KOHKypcax U
CTaTh CAMbIM ITU(MPOBBIM IPAKIAHUHOM!




“annas uHgopmayus ezama us [ucema Munobprayku Poccuu om 14.05.2018z2. Ne 08-1 184




